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Chapter 1. Introduction

Hazelcast is a clustering and highly scalable data distribution platform for Java. Hazelcast helps architects and devel opers
to easily design and develop faster, highly scalable and reliable applications for their businesses.

 Didtributed implementationsof j ava. uti | . { Queue, Set, List, Mp}

* Distributed implementation of j ava. uti | . concur rent . Execut or Servi ce

 Distributed implementation of j ava. uti | . concurrency. | ocks. Lock

* Distributed Topi ¢ for publish/subscribe messaging

* Transaction support and J2EE container integration via JCA

+ Distributed listeners and events

 Support for cluster info and membership events

e Dynamic HTTP session clustering

» Dynamic clustering

* Dynamic scaling to hundreds of servers

» Dynamic partitioning with backups

e Dynamic fail-over

* Super simpleto use; include asingle jar

* Super fast; thousands of operations per sec.

» Super smal; lessthan aMB

* Super efficient; very nice to CPU and RAM

Toinstall Hazelcast:

» Download hazelcast-_version_.zip from www.hazel cast.com [http://www.hazel cast.com]

» Unzip hazelcast-_version_.zipfile

» Add hazelcast- version _.jar fileinto your classpath

Hazelcast is pure Java. IV Ms that are running Hazel cast will dynamically cluster. Although by default Hazelcast will use
multicast for discovery, it can also be configured to only use TCP/IP for environments where multicast is not available or
preferred (Click here for more info). Communication among cluster members is always TCP/IP with Java NIO beauty.

Default configuration comes with 1 backup so if one node fails, no datawill belost. Itisassimpleasusingj ava. uti | .
{Queue, Set, List, Mp}.Justaddthehazelcast.jar into your classpath and start coding.

1.1. What's new in 3.1?

Elastic Memor y(Enter prise Extensions Only)

* Elastic Memory is now available. For additional info see Elastic Memory section.

Secur ity(Enter prise Extensions Only)



http://www.hazelcast.com
http://www.hazelcast.com
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» Hazelcast Security is now available. For additional info see Security section.

JCA

» Hazelcast JCA integration is back. For additional info see J2EE Integration section.

Controlled Partitioning

 Controlled Partitioning is the ability to control the partition of certain DistributedObjects like the IQueue, | AtomicLong
or ILock. Thiswill make collocating related data easier. For additional info see our blog post: Controlled Partitioning

[http://blog.hazel cast.com/blog/2013/08/25/control led-partitioning/]

» Hazelcast map a so supports custom partitioning strategies. A Parti ti oni ngSt r at egy can be defined in map
configuration.

Map

e Transacti onal Map now supportskeySet (), keySet ( predi cat e),val ues() and
val ues( predi cat €) methods.

 Eviction based on USED HEAP_PERCENTAGE or USED HEAP_SI ZE now takes account real heap memory size
consumed by map.

* Sgl Predi cat e now supports'\' as escape character. See MapQuery section for more info.

» Sgl Predi cat e now supports regular expressions using REGEX keyword. For example; map. val ues( new
Sql Predi cat e("nane RECGEX . *earl $")) See MapQuery section for more info.

Queue

» Hazelcast queue now supports QueueSt or eFact or y that will be used to create custom QueueSt or esfor
persistent queues. QueueSt or eFact ory issimilar to map's MapSt or eFact ory.

* Transacti onal Queue now supportspeek() and peek(ti neout, timeunit) methods.

Client

* Client now has SSL support. See SSL section.

« Client also supports custom socket implementations using Socket Fact ory API. A custom socket factory can be
definedinCl i ent Confi g;
cl i ent Confi g. get Socket Opti ons() . set Socket Fact ory(socket Factory).

Other Features

* Hazelcast | Li st and | Set now have their own configurations. They can be configured using config API, xml and
Spring. SeeLi st Confi g and Set Conf i g classes.

» Hazel cast | nstance. shut down() method added back.

e OSGI compatibility isimproved significantly.

Fixed Issues

» Version 3.1 [https://github.com/hazel cast/hazel cast/i ssues?mil estone=23& state=cl osed]

» Version 3.1.1 [https://github.com/hazel cast/hazel cast/i ssues?mil estone=30& state=cl osed]

» Version 3.1.2 [ https://github.com/hazel cast/hazel cast/i ssues?mil estone=33& state=cl osed]



http://blog.hazelcast.com/blog/2013/08/25/controlled-partitioning/
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1.2. What's new in 3.0?

Corearchitecture:

» Multi-thread execution: Operations are now executed by multiple threads (by factor of processor cores). With Hazelcast
2, there was a only single thread.

* SPI: Service Programming Interface for developing new partitioned services, data structures. All Hazelcast data
structures like Map, Queue are reimplemented with SPI.

Serialization

* |dentifiedDataSerializable: A slightly optimized version of DataSerializable that doesn't use class name and reflection
for de-serialization.

* Portable Serialization: Another Serialization interface that doesn't use reflection and can navigate through binary data
and fetch/query/index individual field without having any reflection or whole object de-serialization.

» Custom Serialization: Support for custom serialization that can be plugged into Hazel cast.
Map

 Entry Processor : Executing an EntryProcessor on the key or on all entries. Hazelcast implicitly locks the entree and
guarantees no migration while the execution of the Processor.

* In Memory Format : Support for storing entries in Binary, Object and Cached format.

 Continuous Query : Support for listeners that register with a query and are notified when there is a change on the Map
that matches the Query.

* Interceptors: Ability to intercept the Map operation before/after it is actually executed.

» Lazy Indexing :Ability to index existing items in the map. No need to add indexes at the very beginning.
Queue

» No more dependency on the distributed map

» Scalesrealy well as you have thousands of separate queues.

* Persistence Support for persistence with QueueStore.

Multimap

» Values can be Set/List/Queue.

Topic

» Total Ordering : Support for global ordering where all Nodes receive all messages in the same order.
Transactions

» Distributed Transaction : Support for both 1-phase (local) and 2 phase transactions with atotally new API.
Client

» New Binary Protocol: A new binary protocol based on portable serialization. The same protocol is used for Java/C/C#
and other client
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e Smart client: Support for dummy and smart client. Where a dummy client will maintain a connection to only one
member, whereas the smart client can route the operations to the Node that owns the data.

1.3. Upgrading from 2.x versions

In this section, we list the changes what users should take into account before upgrading to Hazelcast 3.1 from earlier
versions of Hazelcast.

» Removal of deprecated static methods:

The static methods of Hazelcast class reaching hazelcast data components have been removed. The functionality of
these methods can be reached from Hazel castlnstance interface. Namely you should replace following:

Map<I nt eger, String> mapCustoners = Hazel cast. get Map("custoners");

with

Hazel cast | nstance i nstance = Hazel cast. newHazel cast | nstance(cfg);

/1l or if you already started an instance

/| Hazel castlnstance instance = Hazel cast. get Hazel cast | nst anceByNane("i nst ancel");
Map<I nt eger, String> mapCustoners = instance. get Map("custoners");

* Removal of lite members:

With 3.0 there will be no member type as lite member. As 3.0 clients are smart client that they know in which node the
dataislocated, you can replace your lite members with native clients.

e Renaming " instance" to" distributed object" :

Before 3.0 there was a confusion for the term "instance”. It was used for both the cluster members and the distributed
objects (map, queue, topic etc. instances). Starting 3.0, the term instance will be only used for hazel cast instances,
namely cluster members. We will use the term "distributed object" for map, queue etc. instances. So you should replace
the related methods with the new renamed ones: As 3.0 clients are smart client that they know in which node the datais
located, you can replace your lite members with native clients.

public static void main(String[] args) throws InterruptedException {
Config cfg = new Config();
Hazel cast | nstance hz = Hazel cast. newHazel cast | nst ance(cfg);
| Map map = hz. get Map(“test");
Col | ecti on<l nstance> i nstances = hz.getlnstances();

for (Instance instance : instances) {
i f(instance. getlnstanceType() == |nstance. | nstanceType. MVAP) {
Systemout.println("there is a map wi th nanme:"+i nstance.getld());
}
}
}
with

public static void main(String[] args) throws |nterruptedException {

Config cfg = new Config();

Hazel cast | nstance hz = Hazel cast. newHazel cast | nstance(cfg);

| Map map = hz.getMap(“test");

Col | ecti on<Di stri but edCbj ect> di stributedCbjects = hz.getDi stributedObjects();

for (DistributedObject distributedObject : distributedObjects) {

i f(distributedObject instanceof |MNap)
Systemout.printin("there is a map with nane:"+di stri but edCbj ect. get Nanme());




Introduction

» Package structure change:
PartitionService has been moved to package "com.hazel cast.core" from "com.hazel cast.partition”

* Listener API change:
Before 3.0, you can removeL istener methods was taking the Listener object as parameter. But it causes confusion as
same listener object may be used as parameter for different listener registrations. So we have changed the listener API.

Anymore, addL istener methods return you an unique id and you can remove listener by using thisid. So you should do
following replacement if needed:

| Map map = instance. get Map("nmap");
map. addEnt ryLi st ener (| i stener, true);
map. renoveEnt ryLi stener (| i stener);

with

| Map map = instance. get Map("nmap");
String listenerld = map. addEntrylLi stener(listener, true);
map. renoveEnt ryLi stener (listenerld);
» IMap changes:
« tryRemove(K key, long timeout, TimeUnit timeunit) returns boolean indicating whether operation is successful.
 tryLockAndGet(K key, long time, TimeUnit timeunit) is removed.
e putAndUnlock(K key, V value) is removed.

¢ lockMap(long time, TimeUnit timeunit) and unlockMap() are removed

« getMapEntry(K key) isrenamed as getEntryView(K key). The returned object's type, MapEntry classis renamed as
EntryView.

e Thereis no predefined names for merge policies. Y ou just give the full class name of the merge policy
implementation.
<mer ge- pol i cy>com hazel cast . map. mer ge. PassThr oughMer gePol i cy</ ner ge- pol i cy>
Also MergePolicy interface has been renamed to MapMergePolicy and a so returning null from the implemented
merge() method causes the existing entry to be removed.
» |Queue changes:

There is no change on 1Queue API but there are changes on how IQueue is configured. With Hazel cast 3.0 there will
not be backing map configuration for queue. Settings like backup count will be directly configured on queue config.
For queue configuration details, see Distributed Queue page.

* Transaction API change:

In Hazelcast 3.0, transaction API is completely different. See transactions part for the new API: Distributed
Transactions

» Executor Service API change:

Classes MultiTask and DistributedTask have been removed. All the functionality is supported by the newly presented
interface | ExecutorService. See distributed execution part for detailed usage example: Distributed Execution

5
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 LifeCycleService API has been simplified. pause(), resume(), restart() methods have been removed.

AtomicNumber class has been renamed to | AtomicLong.

| CountDownL atch await() operation has been removed. We expect users to use await method with timeout parameters.

| Semaphore APl has been substantially changed. attach(), detach() methods have been removed.

1.4. Getting Started (Tutorial)

In this short tutorial, we will create simple Java application using Hazel cast distributed map and queue. Then we will run
our application twice to have two nodes (JVMs) clustered and finalize this tutorial with connecting to our cluster from
another Java application by using Hazelcast Native Java Client API.

» Download the latest Hazelcast zip [http://www.hazel cast.com/downloads.jsp].
* Unzipitand add thel i b/ hazel cast . j ar to your class path.
» Create a Java class and import Hazel cast libraries.

 Following code will start the first node and create and use cust oner s map and queue.

i mport com hazel cast. confi g. Confi g;
i mport com hazel cast. core. Hazel cast ;
i mport com hazel cast. core. Hazel cast | nst ance;

i mport java.util.Mp;
import java.util.Queue;

public class GettingStarted {

public static void main(String[] args) {
Config cfg = new Config();
Hazel cast | nst ance instance = Hazel cast. newHazel cast | nstance(cfqg);
Map<I nt eger, String> mapCustoners = instance. get Map("custoners");
mapCust omers. put (1, "Joe");
mapCust onmers. put (2, "Ali");
mapCust onmers. put (3, "Avi");

Systemout. println("Custoner with key 1: "+ mapCustoners.get(1));
Systemout. println("Map Size:" + mapCustoners.size());

Queue<String> queueCustomers = instance. get Queue("custoners");
queueCust oners. of fer (" Tonl);

queueCust oners. of fer("Mary");

queueCust oners. of fer("Jane");

Systemout.println("First custoner: " + queueCustoners.poll());
System out. println("Second custoner: "+ queueCustoners. peek());
System out. println("Queue size: " + queueCustoners.size());

}
* Run this class second time to get the second node started.

» Have you seen they formed a cluster? Y ou should see something like this:

Menbers [2] {
Menber [127.0.0. 1: 5701]
Menber [127.0.0.1:5702] this

}

Connecting Hazelcast Cluster with Java Client API

» Besideshazel cast . j ar youshould also add hazel cast -cl i ent. j ar toyour classpath.
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 Following code will start a Hazelcast Client, connect to our two node cluster and print the size of our cust oner s

map.

package com hazel cast.test;

i mport
i mport
i mport
i mport

com hazel cast.

com hazel cast

client.config.dientConfig;

.client.Hazel castdient;
com hazel cast.
com hazel cast.

core. Hazel cast | nst ance;
core. | Map;

public class GettingStartedCient {

public static void main(String[] args) {

CientConfig clientConfig = new CientConfig();

cl i ent Confi g. addAddress("127.0.0. 1: 5701");

Hazel cast | nstance client = Hazel castd i ent.newHazel castCient(clientConfig);
| Map map = client.get Map("customers");

System out.println("Map Size:" + map.size());

* When you run it, you will see the client properly connects to the cluster and print the map size as 3.

What is Next?

 You can browse documentation [http://www.hazel cast.com/docs.jsp] and resources for detailed features and examples.

* You can email your questions to Hazelcast mail group [http://groups.google.com/group/hazel cast].

 You can browse Hazel cast source code [ https://github.com/hazel cast/hazel cast].
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Chapter 2. Distributed Data Structures

Common Features of all Hazelcast Data Structures:

» Datain the cluster is almost evenly distributed (partitioned) across all hodes. So each node carries ~ (1/n * total-data) +
backups, n being the number of nodesin the cluster.

* If amember goes down, its backup replicathat also holds the same data, will dynamically redistribute the data
including the ownership and locks on them to remaining live nodes. As aresult, no datawill get lost.

» When a new node joins the cluster, new node takes ownership(responsibility) and load of -some- of the entire data
in the cluster. Eventually the new node will carry aimost (1/n * total-data) + backups and becomes the new partition
reducing the load on others.

» Thereisno single cluster master or something that can cause single point of failure. Every node in the cluster has equal
rights and responsibilities. No-one is superior. And no dependency on external 'server' or ‘'master’ kind of concept.

» Hazelcast will synchronize the state of Distributed Data Structures, but not the content of it. Example: if you have an
IMap < String, Employee > and one node fires an employee by calling employees.get(“ John”).setFired(true); then the
state of Employee will not be synchronized. Thisis because employees.get("John") will create a copy of the existing
employee. Y ou need to put it back by calling employees.put("John", employee) in order for the state to be reflected in
Hazelcast. As arule of thumb you should treat everything stored in Hazel cast as immutable objects.

Here is how you can retrieve existing data structure instances (map, queue, set, lock, topic, etc.) and how you can listen
for instance eventsto get notified when an instance is created or destroyed.

inmport java.util.Collection;
import com hazel cast. confi g. Confi g;
import com hazel cast. core. *;

public class Sanple inplenents DistributedOjectlListener {
public static void main(String[] args) {
Sanpl e sanpl e = new Sanpl e();

Config cfg = new Config();
Hazel cast | nstance hz = Hazel cast. newHazel cast | nstance(cfg);
hz. addDi stri but edObj ect Li st ener (sanpl e) ;

Col | ecti on<Di stri but edObj ect > di stri butedCbjects = hz.getDistributedObjects();

for (DistributedObject distributedObject : distributedObjects) {
System out. println(distributedObject.getNane() + "," + distributedOoject.getld());
}

}

@verride

public void distributedObjectCreated(Di stributedObjectEvent event) {
Di stri but edObj ect instance = event.getDi stributedject();
Systemout.println("Created " + instance.getNanme() + "," + instance.getld());

}

@verride

public void distributedObjectDestroyed(Di stributedObject Event event) {
Di stri but edObj ect instance = event.getDi stributedject();
Systemout.println("Destroyed " + instance.getNane() + "," + instance.getld());

2.1. Distributed Map

Hazelcast will partition your map entries; and almost evenly distribute onto all Hazelcast members. Distributed maps have
1 backup by default so that if amember goes down, we don't lose data. Backup operations are synchronous so when a
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map. put (key, val ue) returns, it is guaranteed that the entry isreplicated to one other node. For the reads, it isalso
guaranteed that map. get ( key) returnsthe latest value of the entry. Consistency is strictly enforced.

i mport com hazel cast. core. Hazel cast;
inmport java.util.Mp;

inmport java.util.Collection;

import com hazel cast. confi g. Confi g;

Config cfg = new Config();
Hazel cast | nstance hz = Hazel cast. newHazel cast | nstance(cfg);
Map<String, Customer> mapCustomers = hz.get Map("custoners");

mapCust omer s. put ("1, new Custoner("Joe", "Smth"));
mapCust omer s. put ("2", new Custonmer("Ali", "Selan));
mapCust ormer s. put (3", new Custoner("Avi", "Noyan"));

Col | ecti on<Cust oner > col Cust onmers = napCust oners. val ues();
for (Customer customer : col Custoners) {
/| process custoner

}

Hazel cast | nst ance. get Map() actualy returnscom hazel cast . core. | Map

which extendsj ava. uti | . concurrent. Concurrent Map interface. So methods like

Concurrent Map. put | f Absent (key, val ue) and Concurr ent Map. r epl ace( key, val ue) can beused on
distributed map as shown in the example below.

i nport com hazel cast. core. Hazel cast;
inmport java.util.concurrent. Concurrent Map;

Custoner getCustoner (String id) {
Concurrent Map<String, Custoner> map = hz. get Map("custoners");
Cust oner custonmer = map. get (id);
if (custonmer == null) {
customer = new Custoner (id);
customer = map. put | f Absent (i d, customer);

}

return custoner;

}
publ i ¢ bool ean updat eCust oner (Custoner custoner) {

Concurrent Map<String, Custoner> map = hz. get Map("custoners");
return (map.replace(custoner.getld(), custoner) != null);

}

publ i c bool ean renpveCustoner (Custoner custoner) {
Concurrent Map<String, Custoner> map = hz. get Map("custoners");
return map.renove(custoner.getld(), custoner) );

All Concur r ent Map operations such asput and r enove might wait if the key islocked by another thread
in the local or remote JVM, but they will eventually return with success. Concur r ent Map operations never
throwj ava. uti | . Concurrent Modi fi cati onExcepti on.

Also see:

* Distributed Map internals.

» Data Affinity.

* Map Configuration with wildcards..

2.1.1. Backups

Hazelcast will distribute map entries onto multiple JVMs (cluster members). Each VM holds some portion of the data
but we don't want to lose data when a member JVM crashes. To provide data-safety, Hazelcast allows you to specify
the number of backup copies you want to have. That way dataon a VM will be copied onto other VM(s). Hazel cast
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supports both sync and async backups. Sync backups block operations until backups are successfully copied to
backups nodes (or deleted from backup nodesin case of remove) and acknowledgements are received. In contrast, async
backups do not block operations, they are fire & forget and do not require acknowledgements. By default, Hazel cast will
have one sync backup copy. If backup count >= 1, then each member will carry both owned entries and backup copies of
other member(s). So for the nap. get ( key) cal, it ispossible that calling member has backup copy of that key but by
default, map. get ( key) will awaysread the value from the actual owner of the key for consistency. It is possible to
enable backup reads by changing the configuration. Enabling backup reads will give you greater performance.

<hazel cast >

<map nane="defaul t">
<l--
Nunmber of sync-backups. If 1 is set as the backup-count for exanple,
then all entries of the map will be copied to another JVM for
fail-safety. Valid nunbers are 0 (no backup), 1, 2, 3.
===
<backup- count >1</ backup- count >

<l--
Nunmber of async-backups. If 1 is set as the backup-count for exanple,
then all entries of the map will be copied to another JVM for
fail-safety. Valid nunbers are 0 (no backup), 1, 2, 3.

===

<async- backup- count >1</ async- backup- count >

<l--
Can we read the | ocal backup entries? Default value is false for
strong consi stency. Being able to read backup data will give you
greater performance.

-->

<r ead- backup- dat a>f al se</r ead- backup- dat a>

</ map>
</ hazel cast >

2.1.2. Eviction

Hazel cast also supports policy based eviction for distributed map. Currently supported eviction policies are LRU (Least
Recently Used) and LFU (Least Frequently Used). This feature enables Hazel cast to be used as a distributed cache.
Ifti me-to-1ive-seconds isnotOthenentriesolderthanti me-t o-1i ve-seconds valuewill get evicted,
regardless of the eviction policy set. Here is a sample configuration for eviction:

10
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<hazel cast >

<map nane="defaul t">

<I--
Nunber of backups. If 1 is set as the backup-count for exanple,
then all entries of the map will be copied to another JVM for
fail-safety. Valid nunbers are 0 (no backup), 1, 2, 3.

=

<backup- count >1</ backup- count >

<l--
Maxi mum nunber of seconds for each entry to stay in the map. Entries that are
ol der than <tinme-to-live-seconds> and not updated for <tine-to-live-seconds>
will get automatically evicted fromthe map.
Any integer between 0 and Integer. MAX_ VALUE. O neans infinite. Default is O.
S
<time-to-live-seconds>0</tine-to-|ive-seconds>

<I--
Maxi mum nunber of seconds for each entry to stay idle in the map. Entries that are
idl e(not touched) for nore than <max-idl e-seconds> will get
automatically evicted fromthe map.
Entry is touched if get, put or containsKey is called.
Any integer between O and | nteger. VAX VALUE.
0 neans infinite. Default is O.
S
<max- i dl e- seconds>0</ nax-i dl e- seconds>

<I--

Val id val ues are:

NONE (no extra eviction, <tinme-to-live-seconds> may still apply),

LRU (Least Recently Used),

LFU (Least Frequently Used).

NONE is the default.

Regardl ess of the eviction policy used, <tine-to-live-seconds> will still apply.
=
<evi ction-policy>LRU</eviction-policy>

<I--
Maxi mum si ze of the map. Wen nmax size is reached,
map is evicted based on the policy defined.
Any integer between 0 and |nteger. MAX_ VALUE. 0 neans
I nt eger. MVAX_VALUE. Default is O.

S

<max- si ze policy="PER _NODE">5000</ max- si ze>

<l--
When nmax. size is reached, specified percentage of
the map will be evicted. Any integer between 0 and 100.
If 25 is set for exanple, 25%of the entries will

get evi cted.
-->
<evi cti on- per cent age>25</ evi cti on- per cent age>
</ map>
</ hazel cast >

M ax-Size Policies
There are 4 defined policies can be used in max-size configuration.
1. PER_NODE: Max map size per instance.
<max- si ze policy="PER _NODE">5000</ max- si ze>
2. PER_PARTITION: Max map size per each partition.

<mex-si ze policy="PER_PARTI TI ON'>27100</ max- si ze>

3. USED_HEAP_SIZE: Max used heap sizein MB (mega-bytes) per VM.

11
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<mex-si ze policy="USED HEAP_ S| ZE">4096</ max- si ze>

4. USED_HEAP_PERCENTAGE: Max used heap size percentage per VM.

<max- si ze pol i cy="USED_HEAP_PERCENTAGE" >75</ max- si ze>

2.1.3. Persistence

Hazel cast allows you to load and store the distributed map entries from/to a persistent datastore such as relational
database. If aloader implementation is provided, when get ( key) iscalled, if the map entry doesn't exist in-memory
then Hazelcast will call your loader implementation to load the entry from a datastore. If a store implementation is
provided, when put ( key, val ue) iscalled, Hazelcast will call your store implementation to store the entry into a
datastore. Hazelcast can call your implementation to store the entries synchronously (write-through) with no-delay or
asynchronoudly (write-behind) with delay and it is defined by thewr i t e- del ay- seconds valuein the configuration.

If it iswrite-through, when the map. put ( key, val ue) call returns, you can be sure that

» MapStore. store(key, val ue) issuccessfully called so the entry is persisted.

e In-Memory entry is updated

» In-Memory backup copies are successfully created on other JVMs (if backup-count is greater than 0)
If it iswrite-behind, when the map. put ( key, val ue) call returns, you can be sure that

* In-Memory entry is updated

* In-Memory backup copies are successfully created on other JVMs (if backup-count is greater than 0)
* Theentry ismarked asdi rt y sothat after wr i t e- del ay- seconds, it can be persisted.

Same behavior goesfor ther enove( key and MapSt or e. del et e( key) . If MapSt or e throws an exception

then the exception will be propagated back to the original put or r enove call intheform of Runt i neExcept i on.
When write-through is used, Hazelcast will call MapSt or e. st or e( key, val ue) and MapSt or e. del et e( key)
for each entry update. When write-behind is used, Hazelcast will callMapSt or e. st or e( nap) , and

MapSt or e. del et e(col | ecti on) todo all writesin asingle call. Also note that your MapStore or Mapl oader
implementation should not use Hazel cast Map/Queue/M ultiMap/List/Set operations. Y our implementation should only
work with your data store. Otherwise you may get into deadlock situations.

Here is a sample configuration:

<hazel cast >
<map nanme="defaul t">

<map-store enabl ed="true">
S
Name of the class inplenmenting MapLoader and/or MapStore.
The cl ass should inplenent at |east of these interfaces and
contain no-argunment constructor. Note that the inner classes are not supported.
=
<cl ass- nane>com hazel cast . exanpl es. Dummy St or e</ ¢l ass- nanme>
S
Nunber of seconds to delay to call the MapStore. store(key, value).
If the value is zero then it is wite-through so MapStore. store(key, val ue)
will be called as soon as the entry is updated.
O herwise it is wite-behind so updates will be stored after wite-del ay-seconds
val ue by calling Hazel cast.storeAl | (map). Default value is O.
=
<wr it e-del ay- seconds>0</wr it e- del ay- seconds>
</ map- st or e>
</ map>
</ hazel cast >

12
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I nitialization on startup:

MapLoader . | oadAl | Keys API is used for pre-populating the in-memory map when the map isfirst touched/used.
If MapLoader . | oadAl | Keys returns NULL then nothing will be loaded. Your MapLoader . | oadAl | Keys
implementation can return all or some of the keys. Y ou may select and return only the hot keys, for instance. Also note
that thisisthe fastest way of pre-populating the map as Hazel cast will optimize the loading process by having each node
loading owned portion of the entries.

Here is MapL oader initialization flow;

=Y

. When get Map() first called from any node, initialization starts

2. Hazelcast will call MapLoader . | oadAl | Keys() to get all your keys on each node
3. Each node will figure out the list of keysit owns

4. Each nodewill load all its owned keys by calling MapLoader . | oadAl | (keys)

5. Each node putsits owned entries into the map by calling | Map. put Tr ansi ent ( key, val ue)

2.1.4. Query

Hazelcast partitions your data and spreads across cluster of servers. You can surely iterate over the map entries and ook
for certain entries you are interested in but thisis not very efficient as you will have to bring entire entry set and iterate
locally. Instead, Hazelcast allows you to run distributed queries on your distributed map.

Let's say you have a"employee" map containing values of Enpl oyee objects:

inmport java.io.Serializable;

public class Enpl oyee inplenents Serializable {
private String nane;

private int age;

private bool ean acti ve;

private doubl e sal ary;

public Enpl oyee(String nane, int age, boolean |ive, double price) {
thi s. name = nane;
this.age = age;
this.active = |ive;
this.salary = price;

}

publ i c Enpl oyee() {
}

public String getNane() {
return name;
}

public int getAge() {
return age;
}

publ i c doubl e getSalary() {
return sal ary;
}

public bool ean isActive() {
return active;
}

}

Now you are looking for the employees who are active and with age less than 30. Hazelcast allows you to find these
entriesin two different ways:

Distributed SQL Query

13
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Sql Pr edi cat e takesregular SQL where clause. Here is an example:

i mport com hazel cast. core. | Map;
i mport com hazel cast. query. Sql Predi cat e;

Config cfg = new Config();
Hazel cast | nstance hz = Hazel cast. newHazel cast | nstance(cfg);
| Map map = hz. get Map("enpl oyee");
Set <Enpl oyee> enpl oyees = (Set <Enpl oyee>) nap. val ues(new Sqgl Predi cate("active AND age < 30"));
Supported SQL syntax:
 AND/OR
e <expression> AND <expression> AND <expression>. ..
e active AND age>30
e active=fal se OR age = 45 OR nane = ' Joe'
e« active AND (age >20 OR salary < 60000)
o = 1= < <= > >=
e <expression> = val ue

e age <= 30

* nane ='Joe
e salary !'= 50000
« BETWEEN
e <attribute> [ NOT] BETWEEN <val uel> AND <val ue2>
* age BETWEEN 20 AND 33 (sane as age >=20 AND age<=33)
« age NOT BETWEEN 30 AND 40 (same as age <30 OR age>40)
* LIKE
e <attribute> [NOT] LIKE 'expression'

%(percentage sign) is placeholder for many characters, _ (underscore) is placeholder for only one character.
\ (Backslash) is used to escape these characters

e nane LIKE 'Jo% (truefor'Joe, 'Josh’, 'Joseph’ etc.)
e nane LIKE 'Jo_' (truefor'Joe; falsefor 'Josh’)
« namre NOT LIKE 'Jo_' (truefor'Josh’; falsefor 'Joe)
e nane LIKE 'J_s% (truefor 'Josh’, 'Joseph’; false 'John', 'Joe)
e nane LIKE 'J\ % (truefor'X%")

* IN

e <attribute> [NOT] IN (vall, val2, ...)

« age IN (20, 30, 40)
« age NOT IN (60, 70)

14
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 Please note that single quote character should be escaped using two consecutive quotes in a quoted string , example;
"text = 'name"'s"” , "adv = 'He"s brave, 1"m strong™

Examples:

 active AND (salary >= 50000 OR (age NOT BETWEEN 20 AND 30))

e age IN (20, 30, 40) AND sal ary BETWEEN (50000, 80000)

Criteria API

If SQL isnot enough or programmable queries are preferred then JPA criterialike API can be used. Hereis an example:

i nport com hazel cast. core. | Map;

import com hazel cast. query. Predi cat e;

import com hazel cast. query. Predi cat eBui | der;
import com hazel cast. query. EntryQbj ect;

i mport com hazel cast. config. Confi g;

Config cfg = new Config();
Hazel cast | nstance hz = Hazel cast. newHazel cast | nst ance(cfqg);
| Map map = hz. get Map("enpl oyee");

EntryCbj ect e = new PredicateBuil der().getEntryQoject();
Predi cate predicate = e.is("active").and(e.get("age").lessThan(30));

Set <Enpl oyee> enpl oyees = (Set <Enpl oyee>) map. val ues(predicate);

2.1.5. Indexing

Hazel cast distributed queries will run on each member in parallel and only results will return the conn. When a query runs
on amember, Hazelcast will iterate through the entire owned entries and find the matching ones. Can we make this even
faster? Y es by indexing the mostly queried fields. Just like you would do for your database. Of course, indexing will add
overhead for each wr i t e operation but queries will be alot faster. If you are querying your map alot then make sure to
add indexes for most frequently queried fields. Soif your acti ve and age < 30 query, for example, isused alot
then make sure you add index for act i ve and age fields. Hereis how:

| Map i map = Hazel cast. get Map("enpl oyees");
i map. addl ndex("age", true); /'l ordered, since we have ranged queries for this field
i map. addl ndex("active", false); /'l not ordered, because bool ean field cannot have range

API 1 Map. addl ndex(fi el dName, ordered) isusedfor adding index. For aeach indexed field, if you have -
ranged- queries such asage>30, age BETWEEN 40 AND 60 then or der ed parameter should bet r ue, otherwise set
it tof al se.

Also you can define | Map indexesin configuration.

» Hazelcast XML configuration

<map name="defaul t">

<i ndexes>
<i ndex ordered="fal se">nane</i ndex>
<i ndex ordered="true">age</i ndex>
</i ndexes>
</ map>

» Config API

mapConfi g. addMapl ndexConfi g( new Mapl ndexConfi g("nane", false));
mapConf i g. addMapl ndexConf i g( new Mapl ndexConfi g("age", true));
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e Soring XML configuration

<hz: map nanme="defaul t">
<hz:i ndexes>
<hz:index attribute="nanme"/>
<hz:index attribute="age" ordered="true"/>
</ hz:indexes>
</ hz: map>

2.1.6. Continuous Query

One of the new features of version 3.0 is the continuous query. Y ou can listen map entry events providing a predicate and
so event will be fired for each entry validated by your query. IMap has a single method for listening map providing query.

| **

* Adds an continuous entry listener for this map. Listener will get notified
* for map add/renove/ update/evict events filtered by given predicate.

*

* @aramlistener entry listener
* @aram predicate predicate for filtering entries
*/
voi d addEntryLi stener (EntryLi stener<K, V> |listener, Predicate<K, V> predicate, K key, bool ean incl udeVal

2.1.7. Entry Processor

Starting with version 3.0, Hazel cast supports entry processing. The interface EntryProcessor gives you the ability to
execute your code on an entry in an atomic way. Y ou do not need any explicit lock on entry. Practically, hazel cast locks
the entry runs the EntryProcessor, then unlocks the entry. If entry processing is the major operation for a map and the map
consists of complex objects then using Object type as in-memory-format is recommended to minimize serialization cost.

There are two methods in IMap interface for entry processing:

/**
* Applies the user defined EntryProcessor to the entry napped by the key.
* Returns the the object which is result of the process() method of EntryProcessor.
* <p/>
*
* @eturn result of entry process.
*/
Obj ect execut eOnKey(K key, EntryProcessor entryProcessor);
/**

* Applies the user defined EntryProcessor to the all entries in the map.
* Returns the results nmapped by each key in the map.

* <p/>

*

*/
Map<K, Obj ect > execut eOnAl | Keys(EntryProcessor entryProcessor);

Using executeOnEntries method, if the number of entriesis high and you do need the results then returing null in
process(..) method is a good practice.

Here EntryProcessor interface:
public interface EntryProcessor<K, V> extends Serializable {
Obj ect process(Map. Entry<K, V> entry);

Ent r yBackupPr ocessor <K, V> get BackupProcessor();
}

If your code is modifying the data then you should a so provide a processor for backup entries:
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public interface EntryBackupProcessor<K, V> extends Serializable {

voi d processBackup(Map. Entry<K, V> entry);

Also you can remove entry while processing in entry processor. Y ou should just set null for the processed entry's value.

Example Usage:

public class EntryProcessor Test {

@est
public void testMapEntryProcessor() throws InterruptedException {

Config cfg = new Config();

cf g. get MapConfi g("defaul t").set| nMenoryFor mat (MapConfi g. | nMenor yFor mat . OBJECT) ;

Hazel cast | nstance instancel = Hazel cast.newHazel cast | nstance(cfg);

Hazel cast | nstance instance2 = Hazel cast.newHazel cast | nstance(cfg);

| Map<I nteger, Integer> nap = instancel. get Map("test MapEntryProcessor");
map. put (1, 1);

Ent ryProcessor entryProcessor = new | ncrenentor EntryProcessor();

map. execut eOnKey(1, entryProcessor);

assert Equal s(map. get (1), (Ooject) 2);

i nstancel. get Li fecycl eServi ce(). shutdown();

i nstance2. get Li fecycl eServi ce(). shutdown();

@est
public void testMapEntryProcessor Al |l Keys() throws InterruptedException {

}

static class IncrenmentorEntryProcessor inplenments EntryProcessor,

St ati cNodeFact ory nodeFactory = new Stati cNodeFactory(2);
Config cfg = new Config();

cf g. get MapConfi g("defaul t").set| nMenoryFor mat (MapConfi g. | nMenor yFor mat . OBJECT) ;

Hazel cast | nst ance instancel = nodeFactory. newHazel cast | nst ance(cfqg);
Hazel cast | nst ance instance2 = nodeFact ory. newHazel cast | nst ance(cfqg);

| Map<I nteger, Integer> nmap = instancel. get Map("test MapEntryProcessor Al | Keys");
int size = 100;
for (int i =0; i <size; i++) {
map. put (i, i);
}

Ent ryProcessor entryProcessor = new | ncrenentor EntryProcessor();
Map<I nt eger, Object> res = map. execut eOnAl | Keys(entryProcessor);
for (int i =0; i <size; i++) {

assert Equal s(map. get (i), (Ooject) (i+1));

}
for (int i =0; i <size; i++) {

assert Equal s(map. get (i) +1, res.get(i));
}

i nstancel. get Li fecycl eServi ce(). shutdown();
i nstance2. get Li fecycl eServi ce(). shutdown();

public Onject process(Map. Entry entry) {
I nteger value = (Integer) entry.getVal ue();
entry. set Val ue(val ue + 1);
return value + 1;

}

publ i c EntryBackupProcessor getBackupProcessor () {
return | ncrenentorEntryProcessor.this;

}

public void processBackup(Map. Entry entry) {
entry.setValue((Integer) entry.getValue() + 1);
}

Ent r yBackupPr ocessor,

Serializable {
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2.1.8. Interceptors

Another new feature with version 3.0 is the interceptors. Y ou can add intercept operations and execute your own business
logic synchronously blocking the operation. Y ou can change the returned value from a get operation, change the value to
be put or cancel operations by throwing exception.

Interceptors are different from listeners as with listeners you just take an action after the operation has been completed.
Interceptor actions are synchronous and you can alter the behaviour of operation, change the values or totally cancel it.

IMap API has two method for adding and removing interceptor to the map.

/**

* Adds an interceptor for this map. Added interceptor will intercept operations

* and execute user defined nethods and will cancel operations if user defined nmethod throw exception.
* <p/>

*

*

@aram interceptor map interceptor
* @eturn id of registered interceptor
*/
String addl nterceptor(Mplnterceptor interceptor);

/**

* Renpbves the given interceptor for this map. So it will not intercept operations anynore.
* <p/>
*

* @aramid registration id of map interceptor
*/
voi d renovel nterceptor(String id);

Here Maplnterceptor interface:
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public interface Maplnterceptor extends Serializable {

*

/
Intercept get operation before returning val ue.
Return anot her object to change the return value of get(..)

<p/>

@aram val ue the original value to be returned as the result of get(..) operation
@eturn the new value that will be returned by get(..) operation

EE O

~

bj ect intercept Get (oj ect val ue);

/**

* Called after get(..) operation is conpleted.

* <p/>

*

* @aram val ue the value returned as the result of get(..) operation
*/

voi d afterGet (Object value);

*

/
Intercept put operation before nodifying nmap data.
Return the object to be put into the nmap.

Throwi ng an exception will cancel the put operation.
<p/>

@ar am ol dval ue the value currently in map
@ar am newal ue the new val ue to be put
@eturn new val ue after intercept operation

L N I

~

bj ect interceptPut (oject ol dval ue, Object newal ue);

/**

* Called after put(..) operation is conpleted.

* <p/>

*

* @aram val ue the value returned as the result of put(..) operation
*/

voi d afterPut (Object value);

*

/
Intercept renpve operation before renoving the data.

Return the object to be returned as the result of renbve operation.
Throwi ng an exception will cancel the renobve operation.

<p/>

@ar am renovedVal ue the existing value to be renoved
@eturn the value to be returned as the result of renobve operation

E I

~

Obj ect intercept Renobve( Obj ect renpvedVal ue);

/**

* Called after renmpve(..) operation is conpl eted.
* <p/>
*
* @aram val ue the value returned as the result of renove(..) operation
*/
voi d after Renobve( Cbj ect val ue);

Example Usage:

Returning null will cause the get(..) operation return original value, nanely return null

if you do n

Returning null will cause the put(..) operation to operate as expected, nanely no interception.
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public class InterceptorTest {
final String mapNanme = "nmap";

@est
public void testMaplnterceptor() throws |nterruptedException {
Config cfg = new Config();
Hazel cast | nst ance i nstancel Hazel cast. newHazel cast | nst ance(cfg);
Hazel cast | nst ance i nstance2 Hazel cast . newHazel cast | nst ance(cfg);
final | Map<Object, Object> map = instancel. get Map("test Mapl nterceptor");
Sinpl el nterceptor interceptor = new Sinplelnterceptor();
map. addl nt ercept or (i nterceptor);
map. put (1, "“New York");
map. put (2, "lstanbul");
map. put (3, "Tokyo");
map. put (4, "London");
map. put (5, "Paris");
map. put (6, "Cairo");
map. put (7, "Hong Kong");

try {

map. renove(1l);
} catch (Exception ignore) {
}
try {

map. renove(2);
} catch (Exception ignore) {
}

assert Equal s(map. si ze(), 6);

assert Equal s(map.get (1), null);

assert Equal s(map. get (2), "ISTANBUL: ");
assert Equal s(map. get (3), "TOKYOQ ");
assert Equal s(map. get (4), "LONDON:");
assert Equal s(map. get (5), "PARIS:");
assert Equal s(map. get(6), "CAIRO");
assert Equal s(map. get (7), "HONG KONG ") ;

map. renovel nt erceptor (i nterceptor);
map. put (8, "Mscow');

assert Equal s(map. get (8), "Mscow');
assert Equal s(map.get (1), null);

assert Equal s(map. get (2), "I STANBUL");
assert Equal s(map. get (3), "TOKYO');
assert Equal s(map. get (4), "LONDON');
assert Equal s(map. get (5), "PARI S");
assert Equal s(map. get (6), "CAIRO");
assert Equal s(map. get (7), "HONG KONG');

}

static class Sinplelnterceptor inplenents Maplnterceptor, Serializable {

@verride
public Onject interceptGet(Chject value) {
if(value == null)
return null;
return value + ":";
}
@verride
public void afterGet(Cbject value) {
}
@verride

public Ooject interceptPut(oject ol dval ue, Object newal ue) {
return newval ue.toString().toUpperCase();

}

@verride
public void afterPut(Cbject value) {

}

@verride
public Onject interceptRenove(Object renpvedVal ue) {
i f(renmovedVal ue. equal s(" 1 STANBUL"))
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2.1.9. Near Cache

Map entries in Hazelcast are partitioned across the cluster. Imagine that you are reading key k so many timesand k is
owned by another member in your cluster. Each map. get ( k) will be aremote operation; lots of network trips. If you
have amap that is read-mostly then you should consider creating aNear Cache for the map so that reads can be much
faster and consume less network traffic. All these benefits don't come free. When using near cache, you should consider
the following issues:

» JVM will haveto hold extra cached data so it will increase the memory consumption.

« If invalidation isturned on and entries are updated frequently, then invalidations will be costly.

» Near cache breaks the strong consistency guarantees; you might be reading stale data.

Near cache is highly recommended for the maps that are read-mostly. Here is a near-cache configuration for amap :

<hazel cast >
<map nanme="ny-read-nost!y-map">

<near - cache>

<l--
Maxi mum si ze of the near cache. Wien max size is reached
cache is evicted based on the policy defined
Any integer between O and |nteger. VAX VALUE. 0 neans
I nteger. MAX_VALUE. Default is O

->

<max- si ze>5000</ max- si ze>

<l--
Maxi mum nunber of seconds for each entry to stay in the near cache. Entries that are
ol der than <tine-to-live-seconds> will get automatically evicted fromthe near cache
Any integer between O and Integer. MVAX VALUE. 0 neans infinite. Default is O

->

<tinme-to-live-seconds>0</tine-to-|ive-seconds>

<l--
Maxi mum nunber of seconds each entry can stay in the near cache as untouched (not-read)
Entries that are not read (touched) nore than <max-idl e-seconds> value will get renoved
fromthe near cache
Any integer between O and Integer. MAX VALUE. 0 neans
I nteger. MAX_VALUE. Default is O

->

<max- i dl e- seconds>60</ max- i dl e- seconds>

<l--

Valid val ues are

NONE (no extra eviction, <tine-to-live-seconds> may still apply)

LRU (Least Recently Used)

LFU (Least Frequently Used)

NONE i s the defaul t

Regardl ess of the eviction policy used, <time-to-live-seconds> will still apply
->
<evi ction-policy>LRU</eviction-policy>

<I-i-
Shoul d the cached entries get evicted if the entries are changed (updated or renoved)
true of false. Default is true

->

<i nval i dat e- on- change>t rue</i nval i dat e- on- change>

</ near - cache>
</ map>
</ hazel cast >

2.1.10. Entry Statistics

Hazel cast keeps extra information about each map entry such as creationTime, lastUpdateTime, lastAccessTime, number
of hits, version, and thisinformation is exposed to the developer vial Map. get MapEnt ry(key) call. Hereisan
example:
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import com hazel cast. core. Hazel cast;
import com hazel cast.core. EntryVi ew,

Config cfg = new Config();

Hazel cast | nstance hz = Hazel cast. newHazel cast | nstance(cfg);

EntryView entry = hz.get Map("quotes").getEntryView"1");
Systemout.println ("size in nenory : " + entry.getCost();
Systemout.println ("creationTine o entry. get CreationTi me();
Systemout.println ("expirationTi nme entry. get ExpirationTi ne();
Systemout.println ("nunmber of hits entry.getH ts();
Systemout.println ("l astAccessedTi ne: entry. get Last AccessTi ne();
Systemout.println ("lastUpdateTi ne entry. get Last Updat eTi ne() ;

NN AN AN N~~~

+ + + + + + + +

Systemout.println ("version entry. get Version();
Systemout.println ("key entry. getKey();
Systemout.println ("val ue entry. get Val ue();

2.1.11. In Memory Format

With version 3.0, in-memory-format configuration option has been added to distributed map. By default Hazel cast stores
datainto memory in binary (serialized) format. But sometimesit can be efficient to store the entriesin their objects form

especialy in cases of local processing like entry processor and queries. Setting in-memory-format in map's configuration,
you can decide how the data will be store in memory. There are three options.

* BINARY (default):Thisisthe default option. Datawill be stored in serialized binary format.

* OBJECT:Datawill be stored in de-serialized form. This configuration is good for maps where entry processing and
queries form the majority of all operations and the objects are complex ones so serialization cost is respectively high.
By storing objects, entry processing will not contain the de-serialization cost.

* OFFHEAP:Datawill be stored in non-heap region of VM to avoid GC pauses. Thisoption is available only for
Enterprise Extensions.

Tolearn about wildcard configuration feature, see Wildcard Configuration page.

2.2. Distributed Queue

Hazelcast distributed queue is an implementation ofj ava. uti | . concurrent. Bl ocki ngQueue.

i mport com hazel cast. core. Hazel cast;
inmport java.util.concurrent. Bl ocki ngQueue;
inmport java.util.concurrent. TinmeUnit;

i mport com hazel cast. config. Confi g;

Config cfg = new Config();

Hazel cast | nstance hz = Hazel cast. newHazel cast | nst ance(cfqg);
Bl ocki ngQueue<MyTask> q = hz. get Queue("tasks");

g. put (new MyTask());

M/Task task = q.take();

bool ean offered = q.of fer(new MyTask(), 10, Ti meUnit. SECONDS);
task = g.poll (5, TinmeUnit.SECONDS);
if (task !'= null) {
/I process task
}

FIFO ordering will apply to al queue operations cluster-wide. User objects (such as My Task in the example above), that
are (en/de)queued haveto be Ser i al i zabl e. By configuring max-size for queue one can obtain a bounded queue.

Sample configuration:
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<hazel cast >

<queue nane="tasks">
<I--
Maxi mum si ze of the queue. \When queue size reaches the maxi num
all put operations will get blocked until the queue size
goes down bel ow t he maxi num
Any integer between 0 and Integer. MAX VALUE. 0 neans | nteger. MAX VALUE. Default is O.
->
<max-si ze>10000</ nax- si ze>

<l--

Nunmber of backups. If 1 is set as the backup-count for exanple,
then all entries of the map will be copied to another JVM for
fail-safety. Valid nunbers are 0 (no backup), 1, 2 ... 6.
Default is 1.

->

<backup- count >1</ backup- count >

<l--
Nunmber of async backups. 0 nmeans no backup.
===

<async- backup- count >0</ async- backup- count >

<l--
QueueStore inplenmentation to persist itens.
"binary' property indicates that storing itenms will be in binary format
"menory-limt' property enables 'overflowto store' after reaching limt
" bul k-1 oad' property enabl es bul k-1oadi ng from store
->
<queue- st or e>
<cl ass- nane>com hazel cast . QueueSt or e</ cl ass- nane>
<properties>
<property nane="hi nary">f al se</ property>
<property nane="nenory-|imt">1000</ property>
<property nanme="bul k- oad" >250</ pr operty>
</ properties>
</ queue- st or e>
</ queue>
</ hazel cast >

2.2.1. Persistence

Hazelcast allows you to load and store the distributed queue entries from/to a persistent datastore such as relational
database via a queue-store. If queue store is enabled then each entry added to queue will also be stored to configured
gueue store. When the number of items in queue exceed the memory limit, itemswill only persisted to queue store, they
will not stored in queue memory. Here the queue store configuration options:

» Binary: By default Hazel cast stores queue itemsin serialized form in memory and before inserting into datastore
deserializes them. But if you will not reach the queue store from an external application you can prefer the itemsto be
inserted in binary form. So you get rid of de-serialization step that is a performance optimization. By default binary
feature is not enabled.

* Memory Limit: Thisisthe number of items after which Hazelcast will just store items to datastore. For example if
memory limit is 1000, then 1001st item will be just put into datastore. This feature is useful when you want to avoid
out-of-memory conditions. Default number for memory limit is 1000. If you want to always use memory you can set it
to Integer.MAX_VALUE.

» Bulk Load: At initialization of queue, items are loaded from QueueStore in bulks. Bulk load is the size these bulks. By
default it is 250.

Here an example queue store configuration:
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<queue- st or e>
<cl ass- nane>com hazel cast . QueueSt or el npl </ cl ass- nane>
<properties>
<property nane="hi nary">f al se</ property>
<property nanme="nenory-|imt">10000</property>
<property nane="bul k- oad" >500</ pr operty>
</ properties>
</ queue- st or e>
</ queue>

</ hazel cast >

Tolearn about wildcard configuration feature, see Wildcard Configuration page.

2.3. Distributed MultiMap

Mul ti Map isaspecialized map where you can associate a key with multiple values. Just like any other distributed data
structure implementation in Hazelcast, Mul t i Map is distributed/partitioned and thread-safe.

i mport com hazel cast.core. Mil ti Map;
i mport com hazel cast. core. Hazel cast;
inmport java.util.Collection;

i mport com hazel cast. config. Confi g;

Config cfg = new Config();
Hazel cast | nstance hz = Hazel cast. newHazel cast | nst ance(cfg);

/1 a multimap to hold <custonerld, Order> pairs

Mul ti Map<String, Order> nmCustoner Orders = hz.get Mul ti Map("cust oner Orders");
mCust oner Orders. put ("1", new Order ("iPhone", 340));

mCust oner Orders. put ("1", new Order ("MacBook", 1200));

mCust oner Orders. put ("1", new Order ("iPod", 79));

/'l get orders of the custoner with custonerld 1.
Col | ecti on<Order> col Orders = mmCustoner Orders. get ("1");
for (Order order : col Orders) {
/'l process order
}

/'l remove specific key/val ue pair
bool ean renpbved = mmCust oner Orders. renove("1", new Order ("iPhone", 340));

2.4. Distributed Topic

Hazel cast provides distribution mechanism for publishing messages that are delivered to multiple subscribers which is
also known as publish/subscribe (pub/sub) messaging model. Publish and subscriptions are cluster-wide. When a member
subscribes for atopic, it is actually registering for messages published by any member in the cluster, including the new
members joined after you added the listener. M essages are ordered, meaning, listeners(subscribers) will process the
messages in the order they are actually published. If cluster member M publishes messages m1, m2, m3...mn to atopic

T, then Hazel cast makes sure that all of the subscribers of topic T will receive and process m1, m2, m3...mn in order.
Therefore there is only single thread invoking onMessage. There is also global OrderEnabled option in topic configuration,
which is disabled by default. When enabled, it guarantees all nodes listening the same topic will get messagesin same
order. The user shouldn't keep the thread busy and preferably dispatch it via an Executor.
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i mport com hazel cast. core. Topi c;

i mport com hazel cast. core. Hazel cast;
import com hazel cast. core. Messageli st ener;
import com hazel cast. confi g. Confi g;

public class Sanple inplenents Messageli st ener <MyEvent > {

public static void main(String[] args) {
Sanpl e sanpl e = new Sanpl e();
Config cfg = new Config();
Hazel cast | nstance hz = Hazel cast. newHazel cast | nstance(cfg);
| Topic topic = hz.getTopic ("default");
t opi c. addMessageli st ener (sanpl e) ;
t opi c. publi sh (new MyEvent());
}

public void onMessage( Message<MyEvent > nessage) {
My/Event nyEvent = nessage. get Messagej ect ();
System out. println("Message received = " + nyEvent.toString());
if (nyEvent.isHeavywei ght()) {
messageExecut or. execut e(new Runnabl e() {
public void run() {
doHeavywei ght St uf f (myEvent) ;
}

1)
}

11

private static final Executor nessageExecutor = Executors.newSi ngl eThreadExecutor();

Tolearn about wildcard configuration feature, see Wildcard Configuration page.

2.5. Distributed Set

Distributed Set is distributed and concurrent implementation ofj ava. uti | . Set . Set doesn't allow duplicate elements,
so elements in the set should have proper hashCode and equals methods.

i mport com hazel cast. core. Hazel cast;
import java.util. Set;

inmport java.util.lterator;

i mport com hazel cast. config. Confi g;

Config cfg = new Config();
Hazel cast | nst ance hz = Hazel cast. newHazel cast | nst ance(cfqg);

java.util.Set set = hz.getSet("|BM Quote-History");
set.add(new Price(10, tinmel));
set.add(new Price(11, tinme2));
set.add(new Price(12, tinme3));
set.add(new Price(11, tinmed));
1. ..
Iterator it = set.iterator();
while (it.hasNext()) {
Price price = (Price) it.next();
/[ anal yze

2.6. Distributed List

Distributed List is very similar to distributed set, but it allows duplicate elements.
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import com hazel cast. core. Hazel cast;
inmport java.util.List;

inmport java.util.lterator;

import com hazel cast. confi g. Confi g;

Config cfg = new Config();
Hazel cast | nstance hz = Hazel cast. newHazel cast | nstance(cfg);

java.util.List list = hz.getList("lBM Quote-Frequency");
list.add(new Price(10));
list.add(new Price(11));
l'ist.add(new Price(12));
list.add(new Price(11));
l'ist.add(new Price(12));

Il ...
Iterator it = list.iterator();
while (it.hasNext()) {
Price price = (Price) it.next();
/] anal yze

2.7. Distributed Lock

i mport com hazel cast. core. Hazel cast;
i mport com hazel cast. config. Confi g;
inmport java.util.concurrent.| ocks. Lock;

Config cfg = new Config();

Hazel cast | nstance hz = Hazel cast. newHazel cast | nst ance(cfg);
Lock | ock = hz. get Lock(nyLockedObj ect);

I ock. | ock();

try {
/1 do something here

} finally {
| ock. unl ock();
}

java.util.concurrent.|ocks. Lock.tryLock() withtimeoutisaso supported. All operations on
the Lock that Hazel cast . get Lock( Qbj ect obj ) returns are cluster-wide and Lock behavesjust like
java.util.concurrent.| ock. Reentrant Lock.

if (lock.tryLock (5000, TimeUnit.M LLISECONDS)) ({

try {
/1 do sonme stuff here..

}
finally {

I ock. unl ock();
}

}

Locks are fail-safe. If amember holds alock and some of the members go down, cluster will keep your locks safe and
available. Moreover, when a member leaves the cluster, al the locks acquired by this dead member will be removed so
that these locks can be available for live membersimmediately.

2.8. Distributed Events

Hazelcast allows you to register for entry eventsto get notified when entries added, updated or removed. Listeners are
cluster-wide. When a member adds a listener, it is actually registering for events originated in any member in the cluster.
When anew member joins, events originated at the new member will also be delivered. All events are ordered, meaning,
listeners will receive and process the eventsin the order they are actually occurred.
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inmport java.util.Queue;

inmport java.util.Mp;

inmport java.util. Set;

import com hazel cast. core. Hazel cast;
import com hazel cast.core. |tenlistener;
i mport com hazel cast. core. EntrylLi st ener;
import com hazel cast. core. EntryEvent;
import com hazel cast. confi g. Confi g;

public class Sanple inplenents ItenListener, EntrylListener {

public static void main(String[] args) {
Sanpl e sanpl e = new Sanpl e();
Config cfg = new Config();
Hazel cast | nstance hz = Hazel cast. newHazel cast | nstance(cfg);
| Queue queue = hz.get Queue ("default");
| Map map hz. get Map ("default");
| Set set hz. get Set ("default");
/llisten for all added/ updated/renoved entries
queue. addl t enli st ener (sanpl e, true);
set.addl tenli stener (sanple, true);
map. addEntryLi st ener (sanple, true);
/[llisten for an entry with specific key
map. addEntryLi st ener (sanple, "keyobj");

}

public void entryAdded(EntryEvent event) {
Systemout.println("Entry added key=" + event.getKey() + ", value=" + event.getValue());
}

public void entryRenoved(EntryEvent event) {
Systemout.println("Entry renoved key=" + event.getKey() + ", value=" + event.getValue());
}

public void entryUpdat ed(EntryEvent event) {
Systemout.println("Entry update key=" + event.getKey() + ", value=" + event.getValue());
}

public void entryEvi cted(EntryEvent event) {
Systemout.println("Entry evicted key=" + event.getKey() + ", value=" + event.getValue());
}

public void itemAdded(Cbject itenm {
Systemout.println("ltemadded =" + iten;
}

public void itenRenpved(Object item {
Systemout.println("ltemrenoved =" + item;
}
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All your distributed objects such as your key and value objects, objects you offer into distributed queue and your
distributed callable/runnable objects haveto beSer i al i zabl e.

Hazelcast serializes all your objectsinto an instance ofcom hazel cast . ni 0. seri al i zati on. Dat a. Dat ais
the binary representation of an object. When Hazelcast serializes an object intoDat a, it first checks whether the object
isan instance of com hazel cast. ni 0. seri ali zation. Dat aSeri al i zabl e, if notit checksif itisan
instance of com hazel cast . ni 0. seri al i zati on. Port abl e and serializesit accordingly. For the following
types Hazel cast optimizes the serialization a user can not override this behaviour. Byt e, Bool ean, Char act er,
Short, I nteger,Long, Fl oat,Doubl e,byte[],char[],short[],int[],long[],float[],double[],
St ri ng, Hazelcast a so optimizes the following types, however you can override them by creating a custom serializer
and registering it. See Custom Serialization for more information.

» Date

* Biginteger

» BigDecima

+ Class

» Externalizable
» Seridizable

Not that if the object is not instance of any explicit type, Hazelcast uses Java Seriaization for Serializable and
Externalizable objects. The default behaviour can be changed using a Custom Serialization.

3.1. Data Serializable

For afaster serialization of objects, Hazel cast recommends to implement
com hazel cast. nio.serialization.ldentifiedDataSerializabl e whichisdightly better version of
com hazel cast. nio.serialization.DataSerializable.

Here is an example of a classimplementingcom hazel cast. ni 0. seri ali zati on. Dat aSeri al i zabl e
interface.

public class Address inplenents com hazel cast.nio.serialization.DataSerializable {
private String street;
private int zipCode;
private String city;
private String state;

public Address() {}
/lgetters setters..

public void witeData(CbjectDataOutput out) throws | OException {
out.writeUTF(street);
out.writelnt(zipCode);
out.witeUTF(city);
out.witeUTF(state);

}
public void readDat a(oj ect Datal nput in) throws | OException {
street = in.readUTF();
zi pCode = in.readlnt();
city = in.readUTr();
state = in.readUTF();

}

Letstake alook at another example which is encapsulating aDat aSeri al i zabl e field.
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public class Enpl oyee inpl enments com hazel cast. nio.serialization.DataSerializable {
private String firstNang;
private String | ast Nang;
private int age;
private doubl e sal ary;
private Address address; //address itself is DataSerializable

public Enpl oyee() {}

/lgetters setters..

public void witeData(CbjectDataQutput out) throws | OException {
out.writeUTF(firstNane);
out.writeUTF(|l ast Nane) ;
out.writelnt(age);
out.writeDoubl e (salary);
address. witeData (out);

}
public void readData (ObjectDatal nput in) throws | OException {
firstName = in.readUTF();
last Name = in.readUTF();
age =in.readlnt();
sal ary = in.readDoubl e();
addr ess = new Address();

/1 since Address is DataSerializable let it read its own internal state
address.readbData (in);

}

Asyou can see, since addr ess fidd itself isDat aSeri al i zabl e, itiscalingaddr ess. wi t eDat a(out)
when writing and addr ess. r eadDat a(i n) when reading. Also note that the order of writing and reading fields
should be the same. While Hazel cast serializes a DataSerializable it writes the className first and when de-serializes
it, className is used to instantiate the object using reflection. | dentifiedDataSerializable To avoid the reflection
and long classnames| dent i fi edDat aSeri al i zabl e can be used instead ofDat aSer i al i zabl e. Note that
I dentifiedDataSeri al i zabl e extendsDat aSeri al i zabl e and introduces two new methods.

e int getld();
* int getFactoryld();

IdentifiedDataSerializable usesget | d() instead of className and uses getFactoryld() to load the class given the Id.
To complete the implementationacom hazel cast. ni o. seri al i zati on. Dat aSeri al i zabl eFactory
should also be implemented and registered into Ser i al i zat i onConf i g which can be accessed from
Config.getSerializationConfig().TheFactoriesresponsibility isto return an instance of the right

I denti fi edDat aSeri al i zabl e object, giventheid. So far thisis the most efficient way of Serialization that
Hazelcast supports of the shelf.

3.2. Portable Serialization

As an alternative to the existing serialization methods, Hazel cast offers a Portable serialization that have the following
advantages

 Support multiversion of the same object type.
* Fetching individual fields without having to rely on reflection
» Querying and indexing support without de-serialization and/or reflection

In order to support these features, a serialized Portable object contains meta information like the version and the concrete
location of the each field in the binary data. Thisway Hazelcast is able to navigate in the byte[] and de-serialize only the
required field without actually de-serializing the whole object which improves the Query performance.

With multiversion support, you can have two nodes where each of them having different versions of the same Object and
Hazelcast will store both meta information and use the correct one to serialize and de-serialize Portable objects depending
on the node. Thisis very helpful when you are doing arolling upgrade without shutting down the cluster.
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Also note that Portable serialization is totally language independent and is used as the binary protocol between Hazel cast
server and clients.

A sample Portable implementation of a Foo class will ook like the following.

public class Foo inplenments Portabl e{
final static int ID = 5;

private String foo;

public String getFoo() {
return foo;

}

public void setFoo(String foo) {
this.foo = foo;

}

@verride
public int getFactoryld() {
return 1;

}

@verride
public int getdassld() {
return I D

}

@verride
public void witePortabl e(PortableWiter witer) throws | OException {
witer.witeUTF("foo", foo);

}

@verride

public void readPortabl e( Portabl eReader reader) throws | OException {
foo = reader.readUTF("fo0");

}

Similarto | denti fi edDat aSeri al i zabl e, aPortable Class must provide cl assl d andf act oryl d. The
Factory object will be used to create the Portable object giventhecl assl d.

A sample Fact or y could be implemented as following:

public class M/Portabl eFactory inplenents Portabl eFactory {
@verride
public Portable create(int classld) {
if (Foo.ID == classld)

return new Foo();
el se return null;

Thelast step isto register the Fact or y tothe Seri al i zati onConfi g.

Programmatic Configuration

Config config = new Config();
confi g.getSerializationConfig().addPortabl eFactory(1, new MyPortabl eFactory());

XML Configuration
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<hazel cast >
<serialization>
<port abl e- ver si on>0</ port abl e- ver si on>
<portabl e-factories>
<portable-factory factory-i d="1">com hazel cast. ni o.serializati on. M/Port abl eFact ory</ port abl e-fac
</ portabl e-factori es>
</serialization>
</ hazel cast >

Note that thei d that ispassedtothe Seri al i zat i onConfi g issameasthef act or yl d that Foo classreturns.

TODO: ClassDefinitionBuilder...

3.3. Custom Serialization

Hazelcast lets you to plug a custom serializer to be used for serialization of objects.
Let's say you have a class Foo and you would like to customize the serialization. The reasons could be Foo is not
Serializable or you are not happy with the default serialization.

public class Foo {
private String foo;
public String getFoo() {
return foo;

public void setFoo(String foo) {
this.foo = foo;
}

Let's say our custom serialization will serialize Foo into XML. First we need to implement a
com hazel cast. ni o.serialization. Streanterializer.A very smpleonethat uses XMLEncoder and
XML Decoder, would look like the following:

public static class FooXm Serializer inplenents Streanferializer<Foo> {

@verride

public int getTypeld() {
return 10

}

@verride
public void wite(ObjectDataCutput out, Foo object) throws | OException {
Byt eArr ayQut put St ream bos = new Byt eArrayQut put St rean()
XMLEncoder encoder = new XM.Encoder ( bos)
encoder. witeQbj ect (object)
encoder . cl ose()
out.wite(bos.toByteArray())

}

@verride

public Foo read(ObjectDatal nput in) throws | OException {
final InputStreaminputStream = (InputStream) in
XM.Decoder decoder = new XM.Decoder (i nput Stream
return (Foo) decoder.readObject ()

}

@verride

public void destroy() {
}
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Note that thet ypel d must be unique as Hazelcast will use it to lookup the StreamSerializer while it de-serializes the
object. Now the last required step is to register the StreamSerializer to the Configuration

Programmatic Configuration

SerializerConfig sc = new SerializerConfig()

set | npl enent ati on(new FooXm Seri alizer())

set Typed ass( Foo. cl ass)
Config config = new Config()
config.getSerializationConfig().addSerializerConfig(sc)

XML Configuration

<hazel cast >
<serialization>
<serializers>
<serializer type-class="com ww. Foo">com ww. FooXm Seri al i zer</seri alizer>
</serializers>
</serialization>
</ hazel cast >

From now on, Hazelcast will use FooXm Seri al i zer to serialize Foo objects. Thisway one can write an adapter
(Streanteri al i zer) for any Serialization framework and plug it into Hazel cast.
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Chapter 4. Elastic Memory

By default, Hazel cast stores your distributed data (map entries, queue items) into Java heap which is subject to garbage
collection. Asyour heap gets bigger, garbage collection might cause your application to pause tens of seconds, badly
effecting your application performance and response times. Elastic Memory is Hazel cast with off-heap (direct) memory
storage to avoid GC pauses. Even if you have terabytes of cache in-memory with lots of updates, GC will have amost no
effect; resulting in more predictable latency and throughput.

Here are the steps to enable Elastic Memory:
¢ Set the maximum direct memory JVM can allocate. Examplej ava - XX: MaxDi r ect MenorySi ze=60G . . .
» Enable Elastic Memory by setting hazel cast . el asti c. menory. enabl ed Hazelcast Config Property to t r ue.

» Set thetota direct memory size for Hazel castinstance by setting hazel cast . el astic. menory. total . si ze
Hazelcast Config Property. Size can bein MB or GB and abbreviation can be used, such as60Gand 500M

e Set the chunk size by setting hazel cast . el asti c. nenory. chunk. si ze Hazelcast Config Property. Hazel cast
will partition the entire offheap memory into chunks. Default chunk sizeis 1K.

* Youcanenablesun. ni sc. Unsaf e based off-heap storage implementation instead of
j ava. ni 0. Di r ect Byt eBuf f er based one by setting hazel cast . el asti c. menory. unsaf e. enabl ed
property to true. Default valueis false.

» Configure maps you want them to use Elastic Memory by setting St or ageFor mat toOFFHEAP. Default value
isBl NARY.

Using XML configuration;

<hazel cast >
<map name="defaul t">
<i n- menor y- f or mat >OFFHEAP</ i n- menor y- f or mat >

</ map>
</ hazel cast >

Using Config API:

MapConfi g mapConfig = new MapConfig();
mapConfi g. set St or ageFor nat ( St or ageFor mat . OFFHEAP) ;

Also see how to configure license key.
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Chapter 5. Security

Hazelcast has an extensible, JAAS based security feature which can be used to authenticate both cluster members and
clients and to do access control checks on client operations. Access control can be done according to endpoint principal
and/or endpoint address. Security can be enabled and configured either in configuration xml or using Config api.

<hazel cast xsi:schemaLocation="http://ww. hazel cast.com schema/ config
http://ww. hazel cast.com schema/ confi g/ hazel cast - confi g-3. 1. xsd"
xm ns="http://ww. hazel cast. conl schena/ confi g"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schenma- i nst ance" >
<security enabl ed="true">
</security>

</ hazel cast >

Config cfg = new Config();
SecurityConfig securityCfg = cfg.getSecurityConfig();
securityCfg. set Enabl ed(true);

Also see how to configure license key.

5.1. Credentials

One of the key elementsin Hazelcast security isCr edent i al s object. It isused to carry al credentials of an
endpoint (member or client). Cr edent i al s isan interface which extends Ser i al i zabl e and has three methods
to be implemented. Users, according to their needs, can either implement Cr edent i al s interface or extend

Abst ract Credent i al s classwhichisan abstract implementation of Cr edent i al s.

package com hazel cast. security;

publ ic interface Credentials extends Serializable {
String get Endpoint();
voi d set Endpoi nt (String endpoint) ;

String getPrincipal () ;
}

Credenti al s. set Endpoi nt () method iscalled by Hazelcast when auth request arrives to node before
authentication takes place.

package com hazel cast. security;

public abstract class AbstractCredentials inplenments Credentials, DataSerializable {
private transient String endpoint;
private String principal;

}

User nanmePasswor dCr edent i al s, acustom implementation of Cr edent i al s can be found in Hazel cast
com hazel cast . security package. It is used by default configuration during authentication process of both
members and clients.

package com hazel cast. security;

public class UsernanePasswordCredential s extends Credentials {
private byte[] password;
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5.2. ClusterLoginModule

All security attributes are carried in Cr edent i al s object and Cr edent i al s isused by Logi nModul e [http://
download.oracle.com/javase/1.5.0/docs api/javax/security/auth/spi/L oginM odul e.ntml] s during authentication process.
Accessing user supplied attributes from Logi nModul e [http://download.oracle.com/javase/1.5.0/docs/api/javax/
security/auth/spi/LoginModule.html] sisdone by Cal | backHandl er [http://download.oracle.com/javase/1.5.0/
docs/api/javax/security/auth/callback/CallbackHandler.html] s. To provide accessto Cr edent i al s object, Hazelcast
uses its own specialized Cal | backHandl er . During initialization of Logi nModul es Hazelcast will pass this special
Cal | backHandl erinto Logi nModul e.initialize() method.

Logi nMbdul e implementations should create an instance of

com hazel cast. security. Credenti al sCal | back andcal handl e( Cal | back[] cal | backs) method
of Cal | backHandl er duringlogin process. Cr edent i al sCal | back. get Credenti al s() will return supplied
Credenti al s object.

public class Custonliogi nMbdul e i npl enents Logi nModul e {
Cal | backHandl er cal | backHandl er;
Subj ect subj ect;

public final void initialize(Subject subject, CallbackHandl er call backHandl er,
Map<String, ?> sharedState, Map<String, ?> options) {
t hi s. subj ect = subject;
this. cal | backHandl er = cal | backHandl er;

}

public final boolean |ogin() throws Logi nException {
Credenti al sCal | back cal | back = new Credenti al sCal | back();

try {
cal | backHandl er . handl e(new Cal | back[] {cal | back});
credentials = cb.getCredential s();

} catch (Exception e) {
t hrow new Logi nExcepti on(e. get Message());

}

* To use default Hazel cast permission policy, an instance of com hazel cast . security. C usterPrinci pal
that holding Cr edent i al s object must be created and added to Subj ect . pri nci pal s
onLogi nMbdul e. commi t ().

public class MyCustonliogi nMbdul e i npl enents Logi nMbdul e {
public bool ean commt() throws Logi nException {

final Principal principal = new CusterPrincipal (credentials);
subj ect . get Pri nci pal s().add(principal);

return true;

Hazelcast also has an abstract implementation of Logi nMbdul e that does callback and cleanup operations and holds
resulting Cr edent i al s instance. Logi nMbdul esextending Cl ust er Logi nModul e can accessCr edent i al s,
Subj ect , Logi nModul e instancesand opt i ons and shar edSt at e maps. Extending Gl ust er Logi nMbdul e is
recommended instead of implementing all required stuff.
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package com hazel cast. security;
public abstract class O usterLogi nvodul e inpl enents Logi nMbdul e {

protected abstract bool ean onLogi n() throws Logi nException
protected abstract bool ean onCommit() throws Logi nException
protected abstract bool ean onAbort() throws Logi nException
protected abstract bool ean onLogout () throws Logi nException

5.3. Cluster Member Security

Hazel cast supports standard Java Security (JAAS) based authentication between cluster members. Y ou should configure
one or moreLogi nMbdul esand an instance of com hazel cast. security. | Credenti al sFactory.
Although Hazel cast has default implementations using cluster group and group-password and

User namePasswor dCr edent i al s on authentication, it is advised to implement these according to specific needs
and environment.

<security enabl ed="true">
<menber - credenti al s-factory cl ass-nanme="com hazel cast. exanpl es. M/Credent i al sFactory">
<properties>
<property nanme="propertyl">val uel</ property>
<property nanme="property2">val ue2</ property>
</ properties>
</ menber - credenti al s-factory>
<menber - | ogi n- nodul es>
<l ogi n- nodul e cl ass- nanme="com hazel cast. exanpl es. M\yRequi r edLogi nMbdul " usage="requi red">
<properties>
<property nane="property3">val ue3</ property>
</ properties>
</l ogi n- nodul e>
<l ogi n- nodul e cl ass- nanme="com hazel cast. exanpl es. MySuf fi ci ent Logi nMbdul e" usage="sufficient">
<properties>
<property nanme="property4">val ue4</ property>
</ properties>
</l ogi n- nodul e>
<l ogi n- nodul e cl ass- nanme="com hazel cast. exanpl es. M\yOpt i onal Logi nMbdul e" usage="opti onal ">
<properties>
<property nanme="property5">val ue5</ property>
</ properties>
</l ogi n- nodul e>
</ menber - | ogi n- nodul es>

</security>

Y ou can define as many asLogi nMbdul esyou wanted in configuration. Those are executed in
given order. Usage attribute has 4 values; 'required’, 'requisite’, 'sufficient’ and 'optional’ as defined in
javax. security. auth.login. AppConfi gurati onEntry. Logi nModul eContr ol Fl ag.

package com hazel cast. security;

/* | Credential sFactory is used to create Credentials objects to be used
* during node authentication before connection accepted by master node
puLIic interface | Credential sFactory {
voi d configure(G oupConfig groupConfig, Properties properties)
Credential s newCredential s();

voi d destroy();
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Properties defined in configuration are passed to | Cr edent i al sFact ory. confi gur e() method as
java.util.PropertiesandtoLogi nModul e.initialize() methodag ava. util . Map.

5.4. Native Client Security

Hazelcast's Client security includes both authentication and authorization.

5.4.1. Authentication

Authentication mechanism just works the same as cluster member authentication. |mplementation of client authentication
requiresaCr edent i al s and one or more Logi nModul e(s). Client side does not have/need a factory object to create
Credenti al s objectslikel Credent i al sFact ory. Credenti al s must be created at client side and sent to
connected node during connection process.

<security enabl ed="true">
<cl i ent -1 ogi n- nodul es>
<l ogi n- nodul e cl ass- nane="com hazel cast. exanpl es. MyRequi redd i ent Logi nModul e" usage="requi red">
<properties>
<property nane="property3">val ue3</ property>
</ properties>
</l ogi n- nodul e>
<l ogi n- nodul e cl ass- name="com hazel cast. exanpl es. MySuffi ci ent d i ent Logi nModul e" usage="sufficient">
<properties>
<property nane="property4">val ue4</ property>
</ properties>
</'| ogi n- nodul e>
<l ogi n- nodul e cl ass- nane="com hazel cast. exanpl es. MyOpti onal C i ent Logi nModul e* usage="optional ">
<properties>
<property nane="property5">val ues</ property>
</ properties>
</'| ogi n- nodul e>
</client-I ogin- modul es>

</security>

You can define as many asLogi nbdul esyou wanted in configuration. Those are executed in
given order. Usage attribute has 4 values; 'required’, 'requisite’, 'sufficient' and 'optional’ as defined in
javax.security. auth. | ogin. AppConfi gurationEntry. Logi nModul eContr ol Fl ag.

final Credentials credentials = new User nanePasswor dCredenti al s("dev", "dev-pass")
Hazel cast I nstance client = Hazel castd i ent.newHazel castdient(credentials, "local host")

5.4.2. Authorization

Hazel cast client authorization is configured by a client permission policy. Hazelcast has a default permission policy
implementation that uses permission configurations defined in Hazel cast security configuration. Default policy permission
checks are done against instance types (map, queue...), instance names (map, queue etc. name), instance actions (put,

read, remove, add...), client endpoint addresses and client principal defined by Cr edent i al s object. Instance and
principal names and endpoint addresses can be defined as wildcards(*). Take a look at Wildcard Name Configuration
and Newtwork Configuration pages.
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<security enabl ed="true">
<cl i ent - per m ssi ons>
<l-- Principal '"admn' fromendpoint '127.0.0.1' has all perm ssions. -->
<al | - perm ssi ons principal ="adm n">
<endpoi nt s>
<endpoi nt >127. 0. 0. 1</ endpoi nt >
</ endpoi nt s>
</ al | - perm ssi ons>

<!-- Principals naned 'dev' fromall endpoints have 'create', 'destroy’
"put', 'read' perm ssions for map naned 'default'. -->
<map- per m ssi on nane="defaul t" principal ="dev">
<actions>

<action>create</action>
<acti on>destroy</acti on>
<acti on>put </ acti on>
<acti on>read</ acti on>
</ actions>
</ map- per m ssi on>

<l-- Al principals fromendpoints '127.0.0.1" or matching to '10.10.*.*'
have 'put', 'read', 'renove' perm ssions for nap
whose nane natches to 'comfoo.entity.*" . -->

<map- perm ssi on nane="com foo.entity.*">
<endpoi nt s>

<endpoi nt >10. 10. *. *</ endpoi nt >
<endpoi nt >127. 0. 0. 1</ endpoi nt >
</ endpoi nt s>
<actions>
<acti on>put </ acti on>
<acti on>r ead</ acti on>
<acti on>renove</ acti on>
</ actions>
</ map- per m ssi on>

<!-- Principals naned 'dev' from endpoints matching to either
'192.168.1.1-100" or '192.168.2.*"
have 'create', 'add', 'renpve' perm ssions for all queues. -->

<gueue- perm ssi on nanme="*" princi pal ="dev">
<endpoi nt s>
<endpoi nt >192. 168. 1. 1- 100</ endpoi nt >
<endpoi nt >192. 168. 2. *</ endpoi nt >
</ endpoi nt s>
<actions>
<action>create</action>
<act i on>add</ acti on>
<acti on>renove</ acti on>
</ actions>
</ queue- per m ssi on>

<l-- Al principals fromall endpoints have transacti on perm ssion.-->
<transacti on-perm ssion />
</client-perm ssi ons>
</security>

Users also can define their own policy by implementing com hazel cast. security. | Perm ssionPolicy.
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package com hazel cast. security;

/**

* | Perm ssionPolicy is used to determi ne any Subject's
* perm ssions to performa security sensitive Hazel cast operation

*
*/
public interface | Perm ssionPolicy {
voi d configure(SecurityConfig securityConfig, Properties properties)

Per m ssi onCol | ecti on get Perm ssi ons(Subj ect subject, C ass<? extends Perm ssion> type)

voi d destroy();

Permission policy implementations can accesscl i ent - per mi ssi ons in configuration by using
SecurityConfig.getdientPerm ssionConfigs() duringconfi gure(SecurityConfig
securityConfig, Properties properties) methodiscalled by Hazelcast.

| Permi ssi onPol i cy. get Per ni ssi ons( Subj ect subj ect, C ass<? extends Permn ssion>
type) method isused to determine a client request has been granted permission to do a security-sensitive
operation. Permission policy should return aPer m ssi onCol | ect i on containing permissions of given type for
givenSubj ect . Hazelcast access controller will call Per mi ssi onCol | ecti on. i npl i es( Per i ssi on)
on returning Per mi ssi onCol | ect i on and will decideif current Subj ect has permitted to access to requested
resources or not.

5.4.3. Permissions

1. All Permission

<al | - perm ssions principal ="principal">
<endpoi nt s>

</endh6ints>

</ all - perm ssi ons>

2. Map Permission

<map- per m ssi on nane="nane" principal ="principal ">
<endpoi nt s>

</ endpoi nt s>
<actions>
</ actions>

</ map- per m ssi on>

Actions: all, create, destroy, put, read, remove, lock, intercept, index, listen
3. Queue Permission
<queue- per m ssi on nanme="nane" principal ="principal ">
<endpoi nt s>

</ endpoi nt s>
<actions>

</ actions>
</ queue- per m ssi on>

Actions: all, create, destroy, add, remove, read, listen

4. Multimap Permission
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<mul t i map- per m ssi on nane="nane" princi pal ="princi pal ">
<endpoi nt s>

</ endpoi nt s>
<actions>
</ actions>

</ mul ti map- perm ssi on>

Actions: all, create, destroy, put, read, remove, listen, lock

. Topic Permission

<t opi c- perm ssi on name="nane" principal ="principal ">
<endpoi nt s>

</ endpoi nt s>
<actions>
</ actions>

</t opi c- perm ssi on>

Actions: create, destroy, publish, listen

. List Permission

<l i st-perm ssion nane="nane" principal ="principal">
<endpoi nt s>

</ endpoi nt s>
<actions>
</ actions>

</list-perm ssion>

Actions: all, create, destroy, add, read, remove, listen

. Set Permission

<set - perm ssi on nane="nane" principal ="principal ">
<endpoi nt s>

</ endpoi nt s>
<actions>
</ actions>

</ set - per m ssi on>

Actions: all, create, destroy, add, read, remove, listen

. Lock Permission

<l ock- perm ssi on nanme="nane" principal ="principal ">
<endpoi nt s>
</ endpoi nt s>
<actions>
</ actions>
</l ock- perm ssi on>
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Actions: all, create, destroy, lock, read

9. AtomicLong Permission

<at om c-| ong- perm ssi on nanme="nane" principal ="princi pal ">
<endpoi nt s>

</ endpoi nt s>
<actions>
</ actions>

</ atom c-| ong- per m ssi on>

Actions: all, create, destroy, read, modify

10.CountDownL atch Permission

<count down- | at ch- per m ssi on nane="nane" princi pal ="principal ">
<endpoi nt s>

</ endpoi nt s>
<acti ons>
</ actions>

</ count down- | at ch- per m ssi on>

Actions: all, create, destroy, modify, read

11.Semaphor e Permission

<senmaphor e- per mi ssi on nane="nane" principal ="principal ">
<endpoi nt s>

</ endpoi nt s>
<actions>
</ actions>

</ semaphor e- per m ssi on>

Actions: all, create, destroy, acquire, release, read

12 Executor Service Permission

<execut or - servi ce-perm ssi on nanme="nane" principal ="principal ">
<endpoi nt s>

</ endpoi nt s>
<actions>

</ actions>
</ execut or - servi ce- per m ssi on>

Actions: all, create, destroy

13.Transaction Permission
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<transacti on-perm ssi on principal =" principal ">
<endpoi nt s>
</ endpoi nt s>

</transacti on- perm ssi on>
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Co-location of related data and computation!

Hazel cast has a standard way of finding out which member owns/manages each key object. Following operations will be
routed to the same member, since al of them are operating based on the same key, "key1".

Config cfg = new Config();

Hazel cast | nst ance i nstance = Hazel cast. newHazel cast | nstance(cfg);
Map mapa = instance. get Map(" mapa");

Map mapb i nstance. get Map( " nmapb");

Map mapc i nstance. get Map( " mapc");

mapa. put ("keyl", val ue);

mapb. get (" keyl");

mapc. renove("keyl");

/'l since map nanes are different, operation will be manipul ating
/] different entries, but the operation will take place on the
/| same nmenber since the keys ("keyl") are the sane

i nstance. get Lock ("keyl1"). !l ock();
/'l 1ock operation will still execute on the sane nmenber of the cluster
/'l since the key ("keyl") is sane

i nst ance. get Execut or Servi ce() . execut eOnKeyOaner (runnabl e, "keyl");
/] distributed execution will execute the 'runnable' on the sanme nmenber
/'l since "keyl" is passed as the key.

So when the keys are the same then entries are stored on the same node. But we sometimes want to have related entries
stored on the same node. Consider customer and his’her order entries. We would have customers map with customerld

as the key and orders map with orderld as the key. Since customerld and orderlds are different keys, customer and his/
her orders may fall into different members/nodesin your cluster. So how can we have them stored on the same node? The
trick hereisto create an affinity between customer and orders. If we can somehow make them part of the same partition
then these entries will be co-located. We achieve this by making orderldsPar ti t i onAwar e

public class OrderKey inplenments Serializable, PartitionAware {
int custonerld;
int orderld;

public OrderKey(int orderld, int custonerld) {
this.custonerld = custonerld;
this.orderld = orderld;

}

public int getCustonerld() {
return custonerld;

}

public int getOrderld() {
return orderld;

}

public Onject getPartitionKey() {
return custonerld;

}

@verride
public String toString() {
return "O derKey{" +
"custonerld=" + custonerld +
", orderld=" + orderld +

"}
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Notice that OrderKey implementsParti ti onAwar e andget Partiti onKey() returnsthecust oner | d. This
will make sure that Cust oner entry and its Or der s are going to be stored on the same node.

Config cfg = new Config();

Hazel cast | nstance i nstance = Hazel cast. newHazel cast | nstance(cfg);
Map mapCustoners = instance. get Map("cust oners")

Map mapOrders = instance. get Map("orders")

/'l create the custoner entry with custoner id =1

mapCust oners. put (1, custoner);

/'l now create the orders for this custoner

mapOr der s. put (new OrderKey(21, 1), order);

mapOr der s. put (new OrderKey(22, 1), order);

mapOr der s. put (new OrderKey(23, 1), order);

Let say you have a customers map where cust oner | d isthe key, the customer object is the value, customer object
contains the customer's orders and you want to remove one of the orders of a customer and return the number of
remaining orders. Here is how you would normally do it:

public static int renmoveOrder(long custonerld, |ong orderld) throws Exception {
| Map<Long, Custoner> napCustoners = instance. get Map("custoners");
mapCust oners. | ock (custonerld);
Custonmer custonmer = mapCustoners. get(custonerld);
custormer. removeOrder (orderld);
mapCust oner s. put (custoner | d, custoner);
mapCust oner s. unl ock(cust oner | d);
return custoner. get O der Count ();

There are couple of things we should consider:

1. There are four distributed operations there.. lock, get, put, unlock.. Can we reduce the number of distributed
operations?

2. Customer object may not be that big but can we not have to pass that object through the wire? Notice that, we are
actually passing customer object through the wire twice; get and put.

So instead, why not moving the computation over to the member (JVM) where your customer data actualy is. Hereis
how you can do this with distributed executor service:

1. SendaPartitionAwar e Cal | abl e task.
2. Cal | abl e doesthe deletion of the order right there and returns with the remaining order count.

3. Upon completion of the Cal | abl e task, return the result (remaining order count). Plus you do not have to wait until
the the task complete; since distributed executions are asynchronous, you can do other things in the meantime.

Here is a sample code:
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public static int renmoveOrder(long custonerld, |long orderld) throws Exception {
Execut or Servi ce es = instance. get Execut or Servi ce("orderexecutor");
Or der Del eti onTask task = new OrderDel eti onTask(custonerld, orderld);
Future future = es.submt(task);
int remai ningOrders = future.get();
return renaini ngOrders;

}

public static class O derDel etionTask
i mpl enents Call abl e<lI nteger>, PartitionAware, Serializable, Hazel castlnstanceAware {

private | ong custonerld;
private |ong orderld;
private transi ent Hazel castl nstance hz;

public OrderDel etionTask() {

public OrderDel etionTask(l ong custonerld, |ong orderld) {
super () ;
this.customerld = custonerld;
this.orderld = orderld;
}
public Integer call () {
| Map<Long, Custoner> mapCustoners = hz.get Map("custoners");
mapCust oners. | ock (custonerld);
Cust oner custoner = nmapCustoners. get(custonerld);
custoner.renmoveOrder (orderld);
mapCust oner s. put (cust oner | d, custoner);
mapCust oner s. unl ock(custonerl d);
return custoner.get Order Count ();

public void setHazel castlnstance(Hazel castlnstance hz) {
this.hz = hz;

public Ooject getPartitionKey() {
return custonerld;
}

Benefits of doing the same operation with distributed Execut or Ser vi ce based on the key are:
» Only onedistributed execution (es. subni t (t ask) ), instead of four.
» Lessdatais sent over the wire.

« Since lock/update/unlock cycle is donelocally (local to the customer data), lock duration for the Cust oner entry is
much less so enabling higher concurrency.
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» Add the following system properties to enable jmx agent [http://download.oracle.com/javase/1.5.0/docs/guide/
management/agent.html]

* -Dcom.sun.management.jmxremote
¢ -Dcom.sun.management.jmxremote.port=_portNo_ (to specify jmx port) optional
¢ -Dcom.sun.management.jmxremote.authenticate=fal se (to disable jmx auth) optional
» Enable Hazelcast property hazelcast.jmx
» using Hazelcast configuration (api, xml, spring)
 or set system property -Dhazel cast.jmx=true
» Usejconsole, jvisualvm (with mbean plugin) or another jmx-compliant monitoring tool.
Following attributes can be monitored:
* Cluster
e config
* group name
 count of members and their addresses (host:port)
e operations: restart, shutdown cluster
* Member
* inet address
* port
+ Statistics
* count of instances
« number of instances created, destroyed since startup
¢ max instances created, destroyed per second
» AtomicLong
* name
* actual value
« operations: add, set, compareAndSet, reset
o List, Set
* name

e Size

items (as strings)

« operations: clear, reset statistics
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Monitoring with IMX

« Map
* name
e gize
e operations: clear
¢ Queue
* name
e sSize
* received and served items
* operations: clear, reset statistics
e Topic
* name
» number of messages dispatched since creation, in last second

* max messages dispatched per second
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Chapter 8. Cluster Utilities

8.1. Cluster Interface

Hazelcast allows you to register for membership events to get notified when members added or removed. Y ou can also get
the set of cluster members.

import com hazel cast. core. *;
import com hazel cast. confi g. Confi g;

Config cfg = new Config();
Hazel cast | nstance hz = Hazel cast. newHazel cast | nstance(cfg);
Cluster cluster = hz.getd uster();
cl ust er. addMenber shi pLi st ener (new Menber shi pLi st ener () {
public void nmenber Added( Menber shi pEvent menber si pEvent) {
System out . println("Menber Added " + nenbersi pEvent);

}

public void nenber Renoved( Menber shi pEvent nenber si pEvent) {
System out . println("Menber Renoved " + menbersi pEvent);
}
1)

Menmber | ocal Menber = cluster. getLocal Menber();
Systemout.println ("my inetAddress= " + | ocal Menber. getl net Address());

Set setMenbers = cluster. get Menbers();

for (Menber menber : setMenbers) {
Systemout.println ("isLocal Menber " + nenber.| ocal Menber());
Systemout.println ("nmenber.inetaddress " + nenber.getlnet Address());
Systemout.println ("menber.port " + nenber.getPort());

8.2. Cluster-wide Id Generator

Hazelcast IdGenerator creates cluster-wide unique 1Ds. Generated 1Ds are long type primitive values between 0 and
Long. MAX_VALUE . Id generation occurs amost at the speed of At omi cLong. i ncr erent AndGet () . Generated
IDs are unique during the life cycle of the cluster. If the entire cluster isrestarted, 1Ds start from 0 again or you can
initializeto avalue.

import com hazel cast. core. | dCGenerat or;
import com hazel cast. core. Hazel cast;

Config cfg = new Config();

Hazel cast | nstance hz = Hazel cast. newHazel cast | nstance(cfg);
| dGener at or idGenerator = hz.getldGenerator("custoner-ids");
idGenerator.init(123L); //Optional

long id = idGenerator.new d();
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Chapter 9. Transactions

9.1. Transaction Interface

Hazelcast can be used in transactional context. Basically createa Tr ansact i onCont ext which can be used to

begin, commit, rollback transaction. Obtain transaction aware instances of queues, maps, sets, lists, multimaps via
Transact i onCont ext , work with them and commit/rollback in one shot. Hazel cast supports LOCAL (One Phase) and
TWO_PHASE transactions. Default behaviour is TWO_PHASE.

inmport java.util.Queue;

inmport java.util. Mp;

inmport java.util. Set;

import com hazel cast. core. Hazel cast;
import com hazel cast. core. Transacti on;

Config cfg = new Config();
Hazel cast | nstance hz = Hazel cast. newHazel cast | nstance(cfg);

Transacti onOpti ons options
Transacti onCont ext cont ext
cont ext . begi nTransacti on();

new Transacti onQOptions().set Transacti onType(Transacti onType. LOCAL) ;
hz. newTr ansact i onCont ext ()

Transact i onal Queue queue = cont ext.get Queue(" myqueue");
Transacti onal Map map = context.getMap ("nmymap");
Transacti onal Set set = context.getSet ("nmyset");

try {
Obj ect obj = queue. poll();
/| process obj
map. put ("1", "valuel");
set.add ("val ue");
/1 do ot her things..
cont ext.conmi t Transaction();
}catch (Throwable t) {
context.rol |l backTransaction();
}

Isolation is always REPEATABLE _READ. If you are in atransaction, you can read the datain your transaction and

the data that is already committed and if not in atransaction, you can only read the committed data. Implementation is
different for queue and map/set. For queue operations (offer,poll), offered and/or polled objects are copied to the owner
member in order to safely commit/rollback. For map/set, Hazelcast first acquires the locks for the write operations (put,
remove) and holds the differences (what is added/removed/updated) locally for each transaction. When transaction is set
to commit, Hazel cast will release the locks and apply the differences. When rolling back, Hazel cast will simply releases
the locks and discard the differences.

9.2. J2EE Integration

Hazelcast can be integrated into J2EE containers via Hazel cast Resource Adapter ( hazel cast-rarar ). After proper
configuration, Hazel cast can participate in standard J2EE transactions.
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<%cpage i nport="j avax.resource. Resour ceExcepti on" %
<%cpage inport="javax.transaction.*" %

<%cpage inport="javax.nam ng.*" %

<%cpage i nport="javax.resource.cci.*" %

<%page inport="java.util.*" %

<%cpage inport="com hazel cast.core.*" %

<%cpage inport="com hazel cast.jca.*" %

<%

User Transaction txn = nul | ;

Hazel cast Connecti on conn = null;

Config cfg = new Config();

Hazel cast | nstance hz = Hazel cast. newHazel cast | nstance(cfg);

try {
Context context = new Initial Context();
txn = (User Transacti on) context.| ookup("java: conp/ User Tr ansacti on");
t xn. begi n();

Hazel cast Connecti onFactory cf = (Hazel cast Connecti onFactory) context.| ookup ("java: conp/ env/ Hazel cast CF"
conn = cf.get Connection();

Transacti onal Map<String, String> txMap = conn. get Transacti onal Map("defaul t");
t xMap. put ("key", "val ue");

txn.comit();
} catch (Throwable e) {
if (txn !'=null) {
try {
txn. rol | back();
} catch (Exception ix) {ix.printStackTrace();};

}
e.printStackTrace();
} finally {
if (conn !=null) {
try {
conn. cl ose();
} catch (Exception ignored) {};
}
}
%

9.2.1. Resource Adapter Configuration
Deploying and configuring Hazel cast resource adapter is no different than any other resource adapter sinceit is a standard
JCA resource adapter but resource adapter installation and configuration is container specific, so please consult your J2EE
vendor documentation for details. Most common steps are:

1. Addthehazel cast . j ar tocontainer's classpath. Usualy thereisalib directory that isloaded automatically by the
container on startup.

2. Deployhazel cast -ra. rar . Usualy thereis a some kind of deploy directory. Name of the directory varies by
container.

3. Make container specific configurations when/after deployinghazel cast - r a. r ar . Besides container specific
configurations, JNDI name for Hazelcast resourceiis set.

4. Configure your application to use the Hazel cast resource. Updating web. xm and/or ej b-j ar . xnl to let container
know that your application will use the Hazel cast resource and define the resource reference.

5. Make container specific application configuration to specify JNDI name used for the resource in the application.
9.2.2. Sample Glassfish v3 Web Application Configuration

1. Placethehazel cast - <ver si on>. j ar into GLASSFI SH HOVE/ gl assfi sh/ domai ns/ domai n1/1i b/
ext/ directory.
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2. Placethehazel cast - ra- <ver si on>. r ar into GLASSFI SH HOVE/ gl assfi sh/ domai ns/ domai nl1/
aut odepl oy/ directory

3. Add thefollowing linesto theweb. xm file.

<resource-ref>
<res-ref-nane>Hazel cast CF</ r es-r ef - nane>
<res-type>com hazel cast.j ca. Connecti onFactoryl npl </res-type>
<r es- aut h>Cont ai ner </ r es- aut h>

</ resource-ref>

Notice that we didn't haveto put sun-r a. xm into the rar file because it comes with the hazel cast - r a-
<versi on>.rar fileaready.

If Hazelcast resource is used from EJBs, you should configure ej b-j ar . xm for resource reference and JNDI
definitions, just like we did forweb. xm .

9.2.3. Sample JBoss Web Application Configuration
e Placethehazel cast - <versi on>. j ar into JBOSS HOVE/ server/ depl oy/ def aul t/1i b directory.

» Placethehazel cast -ra-<versi on>.rar intoJBOSS HOVE/ server/ depl oy/ def aul t/ depl oy
directory

* Createahazel cast-ds. xm a JBOSS_HOVE/ server/ depl oy/ def aul t/ depl oy directory containing the
following content. Make sure to set ther ar - nane element tohazel cast -ra- <versi on>.rar.

<?xm version="1.0" encodi ng="UTF-8"?>

<! DOCTYPE connection-factories
PUBLI C "-//JBoss//DTD JBGSS JCA Config 1.5//EN'
"http://ww.jboss.org/j2ee/dtd/jboss-ds_1_5.dtd">

<connection-factories>

<t x- connecti on-fact ory>
<l ocal -transaction/ >
<track-connecti on-by-t x>t rue</track-connection-by-tx>
<j ndi - name>Hazel cast CF</j ndi - name>
<rar - name>hazel cast -ra-<versi on>. rar</rar - nanme>
<connecti on-definition>

j avax. resource. cci . Connect i onFact ory
</ connection-definition>
</t x-connection-factory>
</ connection-factories>

» Addthefollowing linesto theweb. xm file.

<resource-ref>
<res-ref-nanme>Hazel cast CF</r es-r ef - nane>
<res-type>com hazel cast.j ca. Connecti onFactoryl npl </res-type>
<res- aut h>Cont ai ner </ r es- aut h>

</resource-ref>

* Addthefollowing linestothej boss- web. xnl file.

<resource-ref>
<res-ref-name>Hazel cast CF</ res-r ef - name>
<j ndi - nane>j ava: Hazel cast CF</j ndi - name>
</resource-ref>

If Hazelcast resource is used from EJBs, you should configureej b-j ar. xm andj boss. xm for resource reference
and JNDI definitions.
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Chapter 10. Distributed Executor Service

One of the coolest features of Java 1.5 is the Executor framework, which allows you to asynchronously execute your
tasks, logical units of works, such as database query, complex calculation, image rendering etc. So one nice way of
executing such tasks would be running them asynchronously and doing other things meanwhile. When ready, get
the result and move on. If execution of the task takes longer than expected, you may consider canceling the task
execution. In Java Executor framework, tasks areimplemented asj ava. uti | . concurrent. Cal | abl e and
java. util.Runnabl e.

inmport java.util.concurrent. Call abl e;
inmport java.io.Serializable;

public class Echo inplenents Callabl e<String> Serializable {
String input = null;

public Echo() {
}

public Echo(String input) {
this.input = input;
}

public String call () {
return Hazel cast.getC uster().getLocal Menber().toString() + ":" + input;
}

}

Echo callable above, for instance, initscal | () method, is returning the local member and the input passed in.
Remember that Hazel cast . get Cl uster (). get Local Menber () returnsthelocal member andt oSt ri ng()
returns the member'saddress (i p + port) in String form, just to see which member actually executed the code for our
example. Of course, call() method can do and return anything you like. Executing atask by using executor framework is
very straight forward. Simply obtain a Execut or Ser vi ce instance, generally viaExecut or s and submit the task
which returns a Fut ur e. After executing task, you don't have to wait for execution to complete, you can process other
things and when ready use the future object to retrieve the result as show in code below.

Execut or Servi ce execut or Servi ce = Execut or s. newSi ngl eThr eadExecut or () ;
Future<String> future = executor Service. submt (new Echo("nyinput"));
[Iwhile it is executing, do some useful stuff

/I when ready, get the result of your execution

String result = future.get();

10.1. Distributed Execution

Distributed executor service is a distributed implementation of java.util.concurrent.ExecutorService. It allows you to
execute your code in cluster. In this chapter, all the code samples are based on the Echo class above. Please note that Echo
classisSeri al i zabl e . You can ask Hazelcast to execute your code (Runnabl e, Cal | abl e):

 on aspecific cluster member you choose.

« on the member owning the key you choose.

 on the member Hazel cast will pick.

» onall or subset of the cluster members.
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import com hazel cast. core. Menber ;

i mport com hazel cast. core. Hazel cast;

import com hazel cast. core. | Execut or Servi ce;
inmport java.util.concurrent. Call abl e;
inmport java.util.concurrent. Future;

inmport java.util. Set;

i mport com hazel cast. confi g. Confi g;

public void echoOnTheMenber (String i nput, Menber nenber) throws Exception {
Cal | abl e<String> task = new Echo(i nput);
Hazel cast | nstance hz = Hazel cast.newHazel cast | nstance();
| Execut or Servi ce executorServi ce = hz. get Execut or Servi ce("defaul t");
Future<String> future = executor Servi ce. subm t ToMenber (t ask, nenber);
String echoResult = future.get();

}

public void echoOnTheMenber Oani ngTheKey(String i nput, Cbject key) throws Exception {
Cal | abl e<String> task = new Echo(i nput);
Hazel cast | nstance hz = Hazel cast.newHazel cast | nstance();
| Execut or Servi ce executorServi ce = hz. get Execut or Servi ce("defaul t");
Future<String> future = executorService. subm t ToKeyOaner (t ask, key);
String echoResult = future.get();

}

public void echoOnSonewhere(String input) throws Exception {
Hazel cast | nstance hz = Hazel cast.newHazel cast | nstance();
| Execut or Servi ce executorServi ce = hz. get Execut or Servi ce("defaul t");
Fut ure<String> future = executor Service. subm t (new Echo(i nput));
String echoResult = future.get();

}

public void echoOnMenbers(String input, Set<Menber> nenbers) throws Exception {
Hazel cast | nstance hz = Hazel cast.newHazel cast | nstance();
| Execut or Servi ce executorServi ce = hz. get Execut or Servi ce("defaul t");
Map<Menber, Future<String>> futures = executor Service. subm t ToMenber s(new Echo(i nput), nenbers);
for (Future<String> future : futures.values()) {
String echoResult = future.get();
/1

}

Note that you can obtain the set of cluster membersviaHazel cast . get O uster (). get Menber s() call.

10.2. Execution Cancellation

What if the code you execute in cluster takes longer than acceptable. If you cannot stop/cancel that task it will keep
eating your resources. Standard Java executor framework solves this problem with by introducing cancel () api and
‘encouraging' us to code and design for cancellations, which is highly ignored part of software development.

public class Fibonacci <Long> i npl enents Cal | abl e<Long>, Serializable {
int input = 0;

public Fibonacci () {
}

publ i c Fi bonacci (int input) {
this.input = input;

}

public Long call () {
return cal culate (input);
}

private long calculate (int n) {
if (Thread.currentThread().islnterrupted()) return O;
if (n <=1) return n;
el se return calculate(n-1) + calculate(n-2);
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The callable class above calculates the fibonacci number for a given number. In the cal culate method, we are checking

to seeif the current thread is interrupted so that code can be responsive to cancellations once the execution started.
Following f i b() method submits the Fibonacci calculation task for number 'n' and waits maximum 3 seconds for result.
If the execution doesn't complete in 3 seconds, f ut ur e. get () will throw Ti neout Except i on and upon catching it
we interruptibly cancel the execution for saving some CPU cycles.

long fib(int n) throws Exception {
Config cfg = new Config();
Hazel cast | nstance hz = Hazel cast. newHazel cast | nstance(cfg);
| Execut or Servi ce es = hz. get Execut or Servi ce();
Future future = es.subm t(new Fi bonacci(n));

try {
return future.get(3, TineUnit.SECONDS);

} catch (Ti meout Exception e) {
future.cancel (true);
}

return -1,

}

fi b(20) will probably will take lessthan 3 secondsbut f i b( 50) will take way longer. (Thisis not the example

for writing better fibonacci calculation code but for showing how to cancel a running execution that takes too long.)
future.cancel (fal se) canonly cancel execution beforeit is running (executing) but f ut ur e. cancel (true)
can interrupt running executions if your code is able to handle the interruption. So if you are willing to be able to cancel
already running task then your task has to be designed to handleinterruption. If cal cul ate (i nt n) method didn't
haveif ( Thr ead. current Thread().i sl nterrupted()) line then youwouldn't be able to cancel the execution
after it started.

10.3. Execution Callback

Execut i onCal | back allowsyou to asynchronously get notified when the execution is done.

public class Fibonacci <Long> i npl enents Cal | abl e<Long>, Seri alizable {
int input = 0;

public Fibonacci () {

}

public Fibonacci (int input) {
this.input = input;

}

public Long call () {
return cal culate (input);
}

private long calculate (int n) {
if (n<=1) return n;
el se return calculate(n-1) + calculate(n-2);
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import com hazel cast. core. Hazel cast;

import com hazel cast. core. Executi onCal | back;
import com hazel cast. core. | Execut or Servi ce;
inmport java.util.concurrent. Future;

import com hazel cast. confi g. Confi g;

Config cfg = new Config();
Hazel cast | nstance hz = Hazel cast. newHazel cast | nstance(cfg);

| Execut or Servi ce es hz. get Execut or Servi ce();
Cal | abl e<Long> t ask new Fi bonacci (10);

es. subm t (task, new ExecutionCal | back<Long> () {
public void onResponse(Long response) {

}

System out. println("Fi bonacci calculation result ="

public void onFailure(Throwable t) {
t.printStackTrace();
}

1)

+ response);
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Chapter 11. Http Session Clustering with HazelcastWM

Say you have more than one web servers (A, B, C) with aload balancer in front of them. If server A goes down then your
users on that server will be directed to one of the live servers (B or C) but their sessionswill be lost! So we have to have
all these sessions backed up somewhere if we don't want to lose the sessions upon server crashes. Hazelcast WM allows
you to cluster user http sessions automatically. The following are required for enabling Hazelcast Session Clustering:

» Target application or web server should support Java 1.5+

» Target application or web server should support Servlet 2.4+ spec

 Session objects that needs to be clustered have to be Seriaizable

Here are the steps to setup Hazel cast Session Clustering:

1. Putthehazel cast and hazel cast - wnjarsinyour EB- | NF/ | i b directory. Optionally if you wish to connect
to acluster asaclient add hazel cast - cl i ent aswell.

2. Put thefollowing xml into web. xnl file. Make sure Hazelcast filter is placed before al the other filtersif any; put it
at the top for example.

56



Http Session Clustering with HazelcastWM

<filter>
<filter-name>hazel cast-filter</filter-name>
<filter-class>om hazel cast.web. WebFilter</filter-class>
<I--
Nane of the distributed map storing
your web session objects
==
<init-paranr
<par am nanme>map- name</ par am name>
<par am val ue>ny- sessi ons</ par am val ue>
</init-paran>
<I--
How i s your | oad-bal ancer confi gured?
stick-session neans all requests of a session
is routed to the node where the session is first created.
This is excellent for performance.
If sticky-session is set to false, when a session is updated
on a node, entry for this session on all other nodes is invalidated.
You have to know how your | oad-bal ancer is configured before
setting this paraneter. Default is true.
==
<init-paranp
<par am nane>st i cky- sessi on</ par am nane>
<par am val ue>t r ue</ par am val ue>
</init-paran>
<I--
Nane of session id cookie
==
<init-paranr
<par am nane>cooki e- nane</ par am nane>
<par am val ue>hazel cast . sessi onl d</ par am val ue>
</init-paran>
<I--
Donmi n of session id cookie. Default is based on incom ng request.
==
<init-paranp
<par am nane>cooki e- domai n</ par am nane>
<par am val ue>. nywebsi t e. conx/ par am val ue>
</init-paran>
<I--
Shoul d cookie only be sent using a secure protocol? Default is false.
==
<init-paranr
<par am nane>cooki e- secur e</ par am nane>
<par am val ue>f al se</ par am val ue>
</init-paran>
<I--
Should HtpOnly attribute be set on cookie ? Default is false.
==
<init-paranr
<par am nane>cooki e- htt p- onl y</ par am nane>
<par am val ue>f al se</ par am val ue>
</init-paran>
<I--
Are you debuggi ng? Default is false.
==
<init-paranr
<par am nane>debug</ par am nane>
<par am val ue>t r ue</ par am val ue>
</init-paran>
<I--
Configuration xm |ocation;
* as servlet resource OR
* as classpath resource OR
* as URL
Default is one of hazel cast-default.xm
or hazel cast.xm in classpath.
==
<init-paranr
<par am nane>confi g- | ocat i on</ par am nane>
<par am val ue>/ \EEB- | NF/ hazel cast . xml </ par am val ue>
</init-paran>
<I--
Do you want to use an existing Hazel castlnstance?
Default is null.
==
<init-paranr
<par am nane>i nst ance- nane</ par am nane>
<par am val ue>def aul t </ par am val ue>
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Do you want to connect as a client to an existing cluster?
Default is false.
->
<i ni t-paranp
<par am nane>use- cl i ent </ par am nane>
<par am val ue>f al se</ param val ue>
</init-paranr
<l--
Client configuration |ocation;
* as servlet resource OR
* as classpath resource OR
* as URL
Default is null.
==
<i ni t-paranp
<par am nane>cl i ent - confi g-1 ocat i on</ par am nane>
<par am val ue>/ VEB- | NF/ hazel cast-client. properti es</param val ue>
</init-paranr
<l--
Do you want to shutdown Hazel cast| nstance during
web application undepl oy process?
Default is true.
==
<i ni t-paranp
<par am nane>shut down- on- dest r oy</ par am nane>
<par am val ue>t rue</ par am val ue>
</init-paranr
</[filter>
<filter-mppi ng>
<filter-nanme>hazel cast-filter</filter-nanme>
<url-pattern>/*</url-pattern>
<di spat cher >FORWARD</ di spat cher >
<di spat cher >l NCLUDE</ di spat cher >
<di spat cher >REQUEST</ di spat cher >
</filter-nmappi ng>

<listener>
<l i stener-class>com hazel cast. web. Sessi onLi stener</|i stener-cl ass>
</listener>

3. Package and deploy your war file as you would normally do.

Itisthat easy! All http requests will go through Hazelcast WebFi | t er and it will put the session objects into Hazel cast
distributed map if needed.

Info about sticky-sessions:

Hazelcast holds whole session attributes in a distributed map and in local http session. Local session is required for fast
access to data and distributed map is needed for fail-safety.

« If sticky-session is not used, whenever a session attribute is updated in a node (in both node local session and clustered
cache), that attribute should be invalidated in all other nodes' local sessions, because now they have dirty value. So
when a request arrives one of those other nodes that attribute value is fetched from clustered cache.

» To overcome performance penalty of sending invalidation messages during updates, sticky-sessions can be used. If
Hazel cast knows sessions are sticky, invalidation will not be send, because Hazel cast assumes there is no other local
session at the moment. When a server is down, requests belonging to a session hold in that server will routed to other
one and that server will fetch session data from clustered cache. That means using sticky-sessions, one will not suffer
performance penalty of accessing clustered data and can benefit recover from a server failure.
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Chapter 12. WAN Replication

There are cases where you would need to synchronize multiple clusters. Synchronization of clustersis named as WAN
(Wide Area Network) Replication because it is mainly used for replicating different clusters running on WAN. Imagine
having different clustersin New Y ork, London and Tokyo. Each cluster would be operating at very high speed in their
LAN (Local AreaNetwork) settings but you would want some or all parts of the data in these clusters replicating to each
other. So updates in Tokyo cluster goesto London and NY/, in the meantime updatesin New Y ork cluster is synchronized
to Tokyo and London.

Y ou can setup active-passive WAN Replication where only one active node replicating its updates on the passive one.
Y ou can also setup active-active replication where each cluster is actively updating and replication to the other cluster(s).

In the active-active replication setup, there might be cases where each node is updating the same entry in the same named
distributed map. Thus, conflicts will occur when merging. For those cases, conflict-resolution will be needed. Here is how
you can setup WAN Replication for London cluster for instance:

<hazel cast >
<wan-replicati on name="ny-wan-cl uster">
<target-cluster group-nane="tokyo" group-password="tokyo-pass">
<replication-inpl>com hazel cast.wan. WanNoDel ayRepl i cati on</replication-inpl>
<end- poi nt s>
<addr ess>10. 2. 1. 1: 5701</ addr ess>
<addr ess>10. 2. 1. 2: 5701</ addr ess>
</ end- poi nt s>
</target-cluster>
<target-cluster group-nane="|ondon" group-password="|ondon-pass">
<replication-i com hazel cast.wan. wan. WanNoDel ayRepl i cati on</replication-i npl >
<end- poi nt s>
<addr ess>10. 3. 5. 1: 5701</ addr ess>
<addr ess>10. 3. 5. 2: 5701</ addr ess>
</ end- poi nt s>
</target-cluster>
</wan-replication>

<net wor k>

é)ﬁetmork>
</ net wor k>
é)hazelcast>

This can be the configuration of the cluster running in N, replicating to Tokyo and London. Tokyo and London clusters
should have similar configurations if they are also active replicas.

If NY and London cluster configurations contain wan- r epl i cat i on element and Tokyo cluster doesn't then it means
NY and London are active endpoints and Tokyo is passive endpoint.

As noted earlier you can have Hazelcast replicate some or all of the datain your clusters. Y ou might have 5 different
distributed maps but you might want only one of these maps replicating across clusters. So you mark which mapsto
replicate by adding wan- r epl i cat i on-r ef element into map configuration.
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<hazel cast >
<wan-replicati on name="ny-wan-cl uster">

</wan-replication>
<net wor k>
</ net wor k>
<map nane="ny-shared- map" >
<wan-replication-ref nanme="ny-wan-cl uster">
<mer ge- pol i cy>com hazel cast. map. ner ge. PassThr oughMer gePol i cy</ ner ge- pol i cy>
</wan-replication-ref>
</ map>
</ net wor k>

</ hazel cast >

Here we have my- shar ed- map is configured to replicate itself to the cluster targets defined in the wan-
replication element.

Note that you will also need to defineaner ge pol i cy for merging replica entries and resolving conflicts during the
merge.
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Chapter 13. Service Provider Interface

TODO: Will be added later.
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Chapter 14. Configuration

Hazelcast can be configured through xml or using configuration api or even mix of both.
1. Xml Configuration

If you are creating new Hazelcast instance with passing nul | parameter to
Hazel cast. newHazel cast | nst ance( nul | ) or just using empty factory method
Hazel cast . newHazel cast | nst ance( ), Hazelcast will look into two places for the configuration file:

» System property: Hazelcast will first check if "hazel cast . confi g" system property is set to afile path.
Example: - Dhazel cast. confi g=C. / nyhazel cast. xnm .

» Classpath: If config fileis not set as a system property, Hazelcast will check classpath for hazel cast. xm file.
If Hazelcast doesn't find any config file, it will happily start with default configuration (hazel cast -

defaul t.xm ) locatedinhazel cast . j ar . (Before configuring Hazel cast, please try to work with default
configuration to see if it works for you. Default should be just fine for most of the users. If not, then consider custom
configuration for your environment.)

If you want to specify your own configuration file to create Conf i g, Hazelcast supports several ways including
filesystem, classpath, InputStream, URL etc.:

e Config cfg new Xm Confi gBui | der (xm Fi | eNane) . bui | d();
e Config cfg = new Xm Confi gBuil der (i nputStrean). buil d();
e Config cfg = new O asspat hXm Confi g(xm Fi | eNane) ;

e Config cfg = new Fil eSyst enXm Confi g(confi gFil enane);

e Config cfg = new Url Xm Config(url);

e Config cfg new | nMenor yXm Confi g(xm);
2. Programmatic Configuration

To configure Hazelcast programatically, just instantiate a Conf i g object and set/change its properties/attributes due to
your needs.
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Config cfg = new Config();
cfg.setPort (5900);
cfg. set Port Aut ol ncrenent (f al se);

Net wor kConfi g network = cfg. get Net workConfig();

Joi nConfig join = network. getJoin();

join.getMilticastConfig().setEnabled(false);

j oi n. get Tcpl pConfig().addMenber ("10. 45.67. 32"). addMenber (" 10. 45. 67. 100")
. set Requi redMenber (" 192. 168. 10. 100") . set Enabl ed(true);

net wor k. get I nterfaces().setEnabl ed(true).addlnterface("10.45.67.*");

MapConfi g mapCfg = new MapConfi g();

mapCf g. set Name( "t est Map") ;

mapCf g. set BackupCount ( 2) ;

mapCf g. get MaxSi zeConfi g() . set Si ze(10000) ;

mapCf g. set Ti meToLi veSeconds( 300) ;

MapSt or eConfi g mapSt oreCfg = new MapStoreConfig();

mapSt or eCf g. set O assNane( " com hazel cast . exanpl es. DunmySt ore") . set Enabl ed(true);
mapCf g. set MapSt or eConfi g( mapSt oreCf g) ;

Near CacheConfi g near CacheConfi g = new Near CacheConfig();

near CacheConfi g. set MaxSi ze(1000) . set Max| dl eSeconds(120) . set Ti meToLi veSeconds(300) ;
mapCf g. set Near CacheConf i g( near CacheConfi g) ;

cfg. addMapConfi g(mapCf g) ;

After creating Conf i g object, you can use it to create a new Hazelcast instance.

Hazel cast | nst ance hazel cast = Hazel cast. newHazel cast | nst ance(cfg);

Hazelcastl nstance with a name:
» Tocreateanamed Hazel cast | nst ance you should seti nst anceNane of Conf i g object.

Config cfg = new Config();
confi g. set |l nstanceName(' ny-i nstance');
Hazel cast . newHazel cast | nst ance(confi g);

» Toretrieve an existing Hazel cast | nst ance using its name, use;
Hazel cast. get Hazel cast | nst anceByNanme(' ny-i nst ance');
» Toretrievedl existingHazel cast | nst ances, use;

Hazel cast. get Al | Hazel cast | nst ances();

14.1. Creating Separate Clusters

By specifying group-name and group-password, you can separate your clustersin asimple way; dev group, production
group, test group, app-a group etc...

<hazel cast >
<gr oup>
<nane>dev</ nanme>
<passwor d>dev- pass</ passwor d>
</ gr oup>

</ hazel cast >
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Y ou can also set the groupName with Conf i g API. VM can host multiple Hazel cast instances (nodes). Each node can
only participate in one group and it only joins to its own group, does not mess with others. Following code creates 3
separate Hazel cast nodes, h1 belongsto app1l cluster, while h2 and h3 are belong to app?2 cluster.

Config configAppl = new Config();
confi gAppl. get G oupConfi g().set Nane("appl");

Config configApp2 = new Config();
confi gApp2. get G oupConfi g().set Nane("app2");

Hazel cast | nstance hl
Hazel cast | nst ance h2
Hazel cast | nst ance h3

Hazel cast. newHazel cast | nst ance(confi gAppl);
Hazel cast. newHazel cast | nst ance(confi gApp2) ;
Hazel cast. newHazel cast | nst ance(confi gApp2) ;

14.2. Network Configuration

14.2.1. Configuring TCP/IP Cluster

If multicast is not preferred way of discovery for your environment, then you can configure Hazelcast for full TCP/IP
cluster. As configuration below shows, while enabl e attribute of mul ti cast issettofase t cp-i p hasto beset to
true. For the none-multicast option, al or subset of cluster members' hostnames and/or ip addresses must be listed. Note
that all of the cluster members don't have to be listed there but at least one of them has to be activein cluster when anew
member joins. The tcp-ip tag accepts an attribute called " connection-timeout-seconds”. The default valueis 5. Increasing
this value isrecommended if you have many IP's listed and members can not properly build up the cluster.

<hazel cast >
<net wor k>
<port auto-increnent="true">5701</port>
<j oi n>
<mul ti cast enabl ed="fal se">
<mul ti cast-group>224. 2. 2. 3</nul ticast-group>
<mul ti cast - port>54327</nul ti cast-port>
</mul ticast>
<tcp-ip enabl ed="true">
<nmenber >machi nel</ nenber >
<menber >machi ne2</ nenber >
<nmenber >machi ne3: 5799</ nenber >
<menber >192. 168. 1. 0- 7</ nenber >
<nmenber >192. 168. 1. 21</ nenber >
</tcp-ip>
</join>

</ net wor k>

</ hazel cast >

14.2.2. Specifying Network Interfaces

Y ou can also specify which network interfaces that Hazel cast should use. Servers mostly have more than one network
interface so you may want to list the valid 1Ps. Range characters (*' and '-") can be used for ssimplicity. So 10.3.10.*, for
instance, refersto |Ps between 10.3.10.0 and 10.3.10.255. Interface 10.3.10.4-18 refers to | Ps between 10.3.10.4 and
10.3.10.18 (4 and 18 included). If network interface configuration is enabled (disabled by default) and if Hazel cast cannot
find an matching interface, then it will print a message on console and won't start on that node.
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<hazel cast >
<net wor k>
<interfaces enabl ed="true">
<interface>10.3.16.*</interface>
<interface>10. 3. 10. 4-18</interface>
<interface>192.168. 1. 3</interface>

</interfaces>
</ net wor k>

</ hazel cast >

14.2.3. EC2 Auto Discovery

Hazel cast supports EC2 Auto Discovery as of 1.9.4. It is useful when you don't want or can't provide the list of possible
I P addresses. Here is a sample configuration: Disable join over multicast and tcp/ip and enable aws. Also provide the
credentials. The aws tag accepts an attribute called " connection-timeout-seconds'. The default valueis 5. Increasing this
value is recommended if you have many IP'slisted and members can not properly build up the cluster.

<j oi n>

<mul ti cast enabl ed="fal se">
<mul ti cast-group>224. 2. 2. 3</nul ti cast -group>
<mul ti cast - port>54327</nul ti cast - port>

</mul ticast>

<tcp-ip enabl ed="fal se">
<interface>192. 168. 1. 2</interface>

</tcp-ip>

<aws enabl ed="true">
<access- key>ny- access- key</ access- key>
<secr et - key>ny- secr et - key</ secr et - key>

<r egi on>us- west - 1</ r egi on> <I-- optional, default is us-east-1 -->
<host - header >ec2. amazonaws. conx/ host - header > <I-- optional, default is ec2.amazonaws. co
If set, region shouldn't be set as it will override this pro
<security-group- nane>hazel cast - sg</security-group-nanme> <!-- optional -->
<t ag- key>t ype</t ag- key> <l-- optional -->
<t ag- val ue>hz- nodes</t ag- val ue> <l-- optional -->
</ aws>

</j oi n>

Y ou need to add hazel cast-cloud.jar dependency into your project. Note that it is also bundled inside hazelcast-al jar.
hazel cast-cloud module doesn't depend on any other third party modules.

14.2.4. Network Partitioning (Split-Brain Syndrome)

Imagine that you have 10-node cluster and for some reason the network is divided into two in away that 4 servers cannot
see the other 6. As aresult you ended up having two separate clusters; 4-node cluster and 6-node cluster. Membersin
each sub-cluster are thinking that the other nodes are dead even though they are not. This situation is called Network
Partitioning (aka Split-Brain Syndrome).

Sinceit isanetwork failure, there is no way to avoid it programatically and your application will run as two separate
independent clusters but we should be able to answer the following questions: "What will happen after the network failure
isfixed and connectivity is restored between these two clusters? Will these two clusters merge into one again? If they do,
how are the data conflicts resolved, because you might end up having two different values for the same key in the same

map?"
Here is how Hazelcast deals with it:

1. The oldest member of the cluster checks if there is another cluster with the same group-name and group-password in
the network.

2. If the oldest member founds such cluster, then figures out which cluster should merge to the other.

3. Each member of the merging cluster will do the following:
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e pause

« takelocally owned map entries

 close dl its network connections (detach from its cluster)
* jointo the new cluster

 send merge request for each itslocally owned map entry
e resume

So each member of the merging cluster is actually rejoining to the new cluster and sending merge request for each its
locally owned map entry.

Q: Which cluster will mergeinto the other?

A. Smaller cluster will merge into the bigger one. If they have equal number of members then a hashing algorithm
determines the merging cluster.

Q. Each cluster may have different versions of the same key in the same map. How is the conflict resolved?

A. Destination cluster will decide how to handle merging entry based on the Mer gePol i cy set for that map.

There are built-in merge policies such as Pass Thr oughMer gePol i cy, Put | f Absent MapMer gePol i cy,

Hi gher Hi t sMapMer gePol i cy and Lat est Updat eMapMer gePol i cy but you can develop your own merge
policy by implementing com hazel cast. map. mer ge. MapMer gePol i cy. You should set the full class name of
your implementation to the merge-policy configuration.

public interface MergePolicy {

/**

* Returns the value of the entry after the nerge

* of entries with the same key. Returning value can be

* You shoul d consi der the case where existingEntry is null.

*

* @ar am napNane nanme of the map

* @aramnergingEntry entry nerging into the destination cluster

* @aram existingEntry existing entry in the destination cluster

* @eturn final value of the entry. If returns null then entry will be renoved.

Obj ect nmerge(String mapNanme, EntryVi ew nergingEntry, EntryView existingEntry);

Here is how merge policies are specified per map.
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<hazel cast >

<map nane="defaul t">

<backup- count >1</ backup- count >

<evi cti on- pol i cy>NONE</ evi cti on-pol i cy>

<mex- si ze>0</ max-si ze>

<evi cti on- per cent age>25</ evi cti on- per cent age>

==
While recovering fromsplit-brain (network partitioning)
map entries in the snall cluster will nerge into the bigger cluster
based on the policy set here. Wien an entry nerge into the
cluster, there mght an existing entry with the sane key al ready
Val ues of these entries mght be different for that same key
Wi ch val ue should be set for the key? Conflict is resolved by
the policy set here. Default policy is hz. ADD_NEW ENTRY

There are built-in nmerge policies such as

There are built-in nmerge policies such as

com hazel cast. map. ner ge. PassThr oughMergePol icy; entry will be added if there is no existing entr
com hazel cast. map. ner ge. Put | f Absent MapMergePol icy ; entry will be added if the nerging entry doe
com hazel cast. map. ner ge. Hi gher Hi t sMapMergePol icy ; entry with the higher hits wi ns.

com hazel cast. map. ner ge. Lat est Updat eMapMergePolicy ; entry with the | atest update wi ns
==

<mer ge- pol i cy>MY_MERGE_POL| CY_CLASS</ ner ge- pol i cy>
</ map>

</ hazel cast >

14.2.5. SSL

Hazelcast allows you to use SSL socket communication among all Hazel cast members. Y ou need to implement
com hazel cast . ni 0. ssl . SSLCont ext Fact or y and configure SSL section in network configuration.

public class MySSLCont ext Factory i npl enents SSLCont ext Factory {
public void init(Properties properties) throws Exception {

}
publ i c SSLCont ext get SSLContext () {

SSLCont ext ssl Ctx = SSLCont ext . get | nst ance( protocol);
return ssl Ctx;

<hazel cast >
<net wor k>
<ssl enabl ed="true">
<fact ory-cl ass- nane>com hazel cast . exanpl es. MySSLCont ext Fact ory</f act ory- cl ass- nane>
<properties>
<property nane="f 00" >bar </ property>
</ properties>

</ssl >
</ net wor k>

</ hazel cast >

Hazelcast provides a default SSL ContextFactory; com hazel cast . ni 0. ssl . Basi ¢SSLCont ext Fact ory
which uses configured keystore to initialize SSLCont ext . All required isto definekey St or e

and key St or ePasswor d. Also you can set keyManager Al gor i t hm(default SunX509),

t rust Manager Al gori t hm(default SunX509) and pr ot ocol (default TLS).
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<hazel cast >
<net wor k>
<ssl enabl ed="true">
<factory-cl ass- nane>com hazel cast . ni 0. ssl . Basi cSSLCont ext Fact ory</factory-cl ass- nane>
<properties>
<property nane="keySt ore">keySt or e</ property>
<property nane="keySt or ePasswor d" >keySt or ePasswor d</ pr operty>
<property nane="keyManager Al gori t hm' >SunX509</ pr operty>
<property nane="trust Manager Al gori t hn' >SunX509</ pr operty>
<property nane="protocol ">TLS</ property>
</ properties>
</ ssl >
</ net wor k>

</ hazel cast >

By version 3.1, Hazel cast client has SSL support too. Client SSL configuration can be defined using config API.

Properties props = new Properties()

ClientConfig config = new ClientConfig()
confi g. get Socket Opti ons(). set Socket Fact ory(new SSLSocket Fact ory( props))

You can aso set key St or e and key St or ePasswor d through j avax. net . ssl . keySt or e and
j avax. net . ssl . keySt or ePasswor d system properties. Note that, you can not use SS. when Hazelcast
Encryption is enabled.

14.2.6. Encryption

Hazelcast allows you to encrypt entire socket level communication among all Hazel cast members. Encryption is based on
Java Cryptography Architecture [http://java.sun.com/javase/6/docs/technotes/guides/security/crypto/CryptoSpec.html] In
symmetric encryption, each node uses the same key, so the key is shared. Here is a sample configuration for symmetric
encryption:;

<hazel cast >
<net wor k>
==
Make sure to set enabl ed=true
Make sure this configuration is exactly the sane on
all nenbers
-3
<symmetric-encryption enabl ed="true">
==
encryption al gorithm such as
DES/ ECB/ PKCS5Paddi ng,
PBEW t hMD5AndDES,
Bl owf i sh,
DESede
Sy
<al gori t hm>PBEW t hMD5ANdDES</ al gori t hn>

<l-- salt value to use when generating the secret key -->
<sal t >t hesal t </ sal t >

<l-- pass phrase to use when generating the secret key -->
<passwor d>t hepass</ passwor d>

<l-- jiteration count to use when generating the secret key -->
<iteration-count>19</iteration-count>
</symmetric-encryption>
</ net wor k>

</ hazel cast >
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Also see SSL Encryption.

14.2.7. Socket Interceptor

Hazelcast allows you to intercept socket connections before a node joins to cluster or a client connects to a node.
This provides ability to add custom hooks to join/connection procedure (like identity checking using Kerberos,
etc.). You should implement com hazel cast . ni 0. Menber Socket | nt er cept or for members and
com hazel cast . ni 0. Socket | nt er cept or for clients.

public class MySocket | nterceptor inplenents Menber Socket| nterceptor {
public void init(SocketlnterceptorConfig socketlnterceptorConfig) {
/1 initialize interceptor

}

public void onConnect ( Socket connectedSocket) throws | CException {
/1 do somet hi ng neani ngful when connected

}

public void onAccept (Socket acceptedSocket) throws | OException {
/1 do somet hi ng neani ngful when accepted a connection

}

<hazel cast >
<net wor k>
<socket-interceptor enabl ed="true">

<cl ass- nane>com hazel cast . exanpl es. MySocket | nt er cept or </ cl ass- nane>

<properties>
<property nane="ker ber os- host " >ker b- host - nane</ pr operty>
<property nane="kerberos-config-file">kerb. conf</property>

</ properties>

</ socket - i nt er cept or >
</ net wor k>

</ hazel cast >

public class MydientSocketl|nterceptor inplenents Socketlnterceptor {
public void onConnect ( Socket connectedSocket) throws | CException {
/1 do sonet hing neani ngful when connected

}
}

ClientConfig clientConfig = new ClientConfig()
client Config. set GoupConfig(new G oupConfig("dev","dev-pass")).addAddress("10.10. 3.4")

M/Cl i ent Socket | nt erceptor nyCl i ent Socket | nterceptor = new MyCl i ent Socket | nterceptor ()
client Confi g. set Socket I nterceptor(nyC ient Socketl|nterceptor)
Hazel cast | nstance client = Hazel castCient.newHazel castClient(clientConfig)

14.2.8. IPv6 Support

Hazel cast supports | Pv6 addresses seamlessly. [ |Pv6 support has been switched off by default. See note below ] All you
need is to define IPv6 addresses or interfaces in network configuration. Only limitation at the moment is you can not
define wildcard 1Pv6 addressesin TCP-IP join configuration. Interfaces section does not have this limitation, you can
configure wildcard | Pv6 interfaces same as | Pv4 interfaces.
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<hazel cast >
<net wor k>
<port auto-increnent="true">5701</port>
<j oi n>
<mul ti cast enabl ed="fal se">
<mul ti cast - group>FF02: 0: 0: 0: 0: 0: 0: 1</ nul ti cast - gr oup>
<mul ti cast - port>54327</mul ti cast - port>
</mul ticast>
<tcp-ip enabl ed="true">
<menber >[ f €80: : 223: 6¢ff: fe93: 7c7e] : 5701</ nenber >
<interface>192.168. 1. 0-7</interface>
<interface>192.168.1.*</interface>
<interface>fe80: 0:0: 0: 45c5: 47ee: f el5: 493a</i nterface>
</tcp-ip>
</j oi n>
<interfaces enabl ed="true">
<interface>10.3.16.*</interface>
<interface>10. 3. 10. 4-18</i nterface>
<interface>fe80:0:0: 0: 45c5: 47ee: felb: *</interface>
<interface>fe80::223: 6¢ff:fe93: 0-5555</interface>
</interfaces>

</ net wor k>

JVM has two system properties for setting the preferred protocol stack —IPv4 or IPv6— as well as the preferred address
family types —inet4 or inet6. On adual stack machine IPv6 stack is preferred by default, this can be changed through
java. net. preferl Pv4St ack=<t r ue| f al se> system property. And when querying name services VM
prefers |Pv4 addressed over 1Pv6 addresses and will return an 1Pv4 address if possible. This can be changed through

j ava. net. preferl Pv6Addr esses=<tr ue| f al se> system property.

Also see additional details on IPv6 support in Java [http://docs.oracle.com/javase/1.5.0/docs/guide/net/ipv6_guide/
query.html#details].

Note:
IPv6 support has been switched off by default, since some platforms have issues in use of 1Pv6 stack. And some

other platforms such as Amazon AWS have no support at al. To enable IPv6 support, just set configuration property
hazel cast. prefer.ipv4. st ack tofase. See Configuration Properties.

14.2.9. Restricting Outbound Ports

By default Hazelcast lets the system to pick up an ephemeral port during socket bind operation. But security policies/
firewalls may require to restrict outbound ports to be used by Hazelcast enabled applications. To fulfill this requirement,
you can configure Hazelcast to use only defined outbound ports.

<hazel cast >
<net wor k>
<port auto-increnent="true">5701</port>
<out bound- port s>
<port s>33000- 35000</ port s> <!-- ports between 33000 and 35000 -->
<ports>37000, 37001, 37002, 37003</ ports> <!-- conma separated ports -->

<port s>38000, 38500- 38600</ port s>
</ out bound- port s>

</ net wor k>

</ hazel cast >
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Net wor kConfi g networkConfig = config. get Net wor kConfig();

net wor kConf i g. addQut boundPor t Defi ni ti on("35000- 35100"); /'l ports between 35000 and 35100
net wor kConf i g. addQut boundPort Defi ni ti on("36001, 36002, 36003"); // conma separated ports

net wor kConf i g. addQut boundPor t (37000) ;

net wor kConf i g. addQut boundPor t (37001) ;

* You can use port ranges and/or comma separated ports.

14.3. Partition Group Configuration

Hazelcast distributes key aobjectsinto partitions (blocks) using a consistent hashing algorithm and those

partitions are assigned to nodes. That means an entry is stored in a node which is owner of partition to that

entry's key is assigned. Number of total partitionsis default 271 and can be changed with configuration property

hazel cast. map. partiti on. count . Along with those partitions, there are also copies of them as backups. Backup
partitions can have multiple copies due to backup count defined in configuration, such as first backup partition, second
backup partition etc. Asarule, a node can not hold more than one copy of a partition (ownership or backup). By default
Hazelcast distributes partitions and their backup copies randomly and egually among cluster nodes assuming all nodesin
the cluster are identical.

What if some nodes share same JVM or physical machine or chassis and you want backups of these nodes to be assigned
to nodes in another machine or chassis? What if processing or memory capacities of some nodes are different and you do
not want equal number of partitions to be assigned to all nodes?

Y ou can group nodes in the same VM (or physical machine) or nodes located in the same chassis. Or you can group
nodes to create identical capacity. We call thesegroupspartiti on groups. Thisway partitions are assigned to those
partition groups instead of single nodes. And backups of these partitions are located in another partition group.

When you enable partition grouping, Hazelcast presents three choices to configure partition groups at the moments.

* First oneisto group nodes automatically using IP addresses of nodes, so nodes sharing same network interface will be
grouped together.

<partition-group enabl ed="true" group-type="HOST_AWARE" />

Config config = ...;
PartitionG oupConfig partitionGoupConfig = config.getPartitionG oupConfig();
partitionG oupConfig. set Enabl ed(true). set GoupType(Menber G oupType. HOST_AWARE) ;

» Second one is custom grouping using Hazel cast's interface matching configuration. This way, you can add different and
multiple interfaces to a group. Y ou can also use wildcards in interface addresses.

<partition-group enabl ed="true" group-type="CUSTOM >
<menber - gr oup>
<interface>10.10.0.*</interface>
<interface>10.10.3.*</interface>
<interface>10.10.5.*</interface>
</ menber - gr oup>
<menber - gr oup>
<i nterface>10. 10. 10. 10- 100</i nterface>
<interface>10.10.1.*</interface>
<interface>10.10.2.*</interface>
</ menber - gr oup
</partition-group>
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Config config = ...;
PartitionG oupConfig partitionGoupConfig = config.getPartitionG oupConfig();
partitionG oupConfig. set Enabl ed(true). set GoupType( Menber G oupType. CUSTOM ;
Menber GroupConfi g nenber GroupConfig = new Menber GroupConfig();
menber Gr oupConfi g. addl nterface("10. 10. 0. *")

.addl nterface("10. 10. 3. *"). addl nterface("10. 10.5.*");
Menber G- oupConfi g nenber GroupConfi g2 = new Menber GroupConfig();
menber Gr oupConfi g2. addl nterface("10. 10. 10. 10- 100")

.addl nterface("10. 10. 1. *"). addl nterface("10. 10. 2. *");

partitionG oupConfig. addMenber G oupConfi g( menber G oupConfi g) ;
partitionG oupConfig. addMenber GroupConfi g( menber Gr oupConfi g2);

» Third oneisto give every member their own group. This gives the least amount of protection and is the default
configuration for a Hazelcast cluster.

<partition-group enabl ed="true" group-type="PER MEMBER' />

Config config = ...;
PartitionG oupConfig partitionGoupConfig = config.getPartitionG oupConfig();
partitionG oupConfig. set Enabl ed(true). set G oupType(Menber G oupType. PER_MVEMBER) ;

14.4. Listener Configurations

Hazel cast provides various event listener extensions to receive specific event types. These are:
» MembershipListener for cluster membership events

» DistributedObjectListener for distributed object creation and destroy events

» MigrationListener for partition migration start and complete events

» LifecycleListener for Hazelcastlnstance lifecycle events

» EntryListener for IMap and MultiMap entry events

» ItemListener for IQueue, |Set and IList item events

» Messagel istener for I Topic message events

These listeners can be added to and removed from related object using Hazelcast API. Such as
Member shi pLi stener |istener = new MyMenber shi pLi st ener () ;

hazel cast | nst ance. get G ust er (). addMenber shi pLi st ener (1 i st ener);
hazel cast | nstance. get Cl uster (). renmoveMenber shi pLi stener(li stener);

EntryLi stener |istener = new MyEntryLi stener();
| Map map = hazel cast | nst ance. get Map("defaul t");
String id =map. addEntryLi stener(listener, true);
map. renoveEnt ryLi st ener (i d);

Itenli stener |istener = new MyltenListener();

| Queue queue = hazel cast | nst ance. get Queue("defaul t");
queue. addl t enLi st ener (| i stener, true);

queue. renovel t enLi st ener (| i stener);

Downside of attaching listeners using APl is possibility of missing events between creation of object and registering
listener. To overcome this race condition Hazel cast introduces registration of listenersin configuration. Listeners can be
registered using either Hazelcast XML configuration, Config API or Spring configuration.

* MembershipListener
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Hazelcast XML configuration

<listeners>
<l i st ener >com hazel cast . exanpl es. Menber shi pLi st ener</| i st ener >
</listeners>

Config API

confi g. addLi st ener Confi g(new Li st ener Confi g("com hazel cast. exanpl es. Menber shi pLi stener"));

Sporing XML configuration

<hz:|isteners>
<hz:|istener class-nane="com hazel cast. spring. DunmyMenber shi pLi st ener"/>
<hz:|istener inplemnmentation="dunmrmyMenbershipListener"/>

</ hz:listeners>

DistributedObjectListener

Hazelcast XML configuration

<listeners>
<l i st ener >com hazel cast . exanpl es. Di stri but edObj ect Li stener</1|i stener>
</listeners>

Config API

confi g. addLi st ener Confi g(new Li st ener Confi g("com hazel cast. exanpl es. Di stri butedCbj ectLi stener"));

Soring XML configuration

<hz: i steners>
<hz:listener class-nane="com hazel cast. spring. DummyDi stri but edObj ect Li stener"/>
<hz:listener inplementation="dunmmyDi stributedObjectListener"/>

</ hz:listeners>

MigrationListener

Hazelcast XML configuration

<listeners>
<l i st ener >com hazel cast . exanpl es. M grati onLi stener</1|i st ener>
</listeners>

Config API

confi g. addLi st ener Confi g(new Li st ener Confi g("com hazel cast. exanpl es. M grati onLi stener"));

Sporing XML configuration

<hz:|isteners>
<hz:|istener class-nanme="com hazel cast. spring. DunmyM grati onLi stener"/>
<hz:|istener inplenentation="dumyM grationListener"/>

</ hz:listeners>
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e LifecycleListener

Hazelcast XML configuration

<l i steners>
<l i stener >com hazel cast . exanpl es. Li f ecycl eLi st ener</1|i st ener >
</listeners>

Config API

confi g. addLi st ener Conf i g( new Li st ener Confi g("com hazel cast. exanpl es. Li fecycl eLi stener"));

Soring XML configuration

<hz:|i steners>
<hz:|istener class-nanme="com hazel cast. spring. DummyLi f ecycl eLi stener"/>
<hz:listener inplenentation="dunmmyLifecyclelListener"/>

</hz:listeners>

e EntryListener for IMap

Hazelcast XML configuration

<map nane="defaul t">

<entry-listeners>
<entry-listener include-value="true" |ocal ="fal se">com hazel cast. exanpl es. EntryLi stener</entry-1lis
</entry-listeners>
</ map>

Config API

mapConfi g. addEnt r yLi st ener Confi g(new EntryLi st ener Confi g("com hazel cast. exanpl es. EntryLi stener”, false, fa

Soring XML configuration

<hz: map nane="defaul t">
<hz:entry-Ilisteners>
<hz:entry-listener class-nanme="com hazel cast. spring. DummyEntryLi stener" include-val ue="true"/>
<hz:entry-listener inplementation="dunmyEntryListener" |ocal ="true"/>
</hz:entry-1listeners>
</ hz: map>

e EntryListener for MultiMap

Hazelcast XML configuration

<mul ti map nanme="defaul t">
<val ue-col | ecti on-type>SET</ val ue-col | ecti on-type>
<entry-1|isteners>
<entry-listener include-value="true" |ocal ="fal se">com hazel cast. exanpl es. EntryLi stener</entry-lis
</entry-listeners>
</ mul ti map>

Config API

mul ti MapConfi g. addEnt ryLi st ener Confi g(new EntryLi stener Confi g("com hazel cast. exanpl es. EntryLi stener", fals

74



Configuration

Soring XML configuration

<hz: mul ti map nane="defaul t" val ue-col |l ection-type="LIST">
<hz:entry-Ilisteners>
<hz:entry-listener class-nanme="com hazel cast. spring. DummyEntryLi stener" include-val ue="true"/>
<hz:entry-listener inplenentation="dunmyEntryListener" |ocal ="true"/>
</hz:entry-Ilisteners>
</ hz: mul ti map>

ItemListener for IQueue

Hazelcast XML configuration

<queue nane="defaul t">

<itemlisteners>
<itemlistener include-value="true">com hazel cast.exanpl es.|tenlListener</itemlistener>
</itemlisteners>
</ queue>

Config API

queueConf i g. addl t enli st ener Confi g(new |t enLi st ener Confi g("“com hazel cast. exanpl es. | tenLi stener”, true));

Spring XML configuration

<hz: queue nanme="default" >
<hz:itemli steners>
<hz:itemlistener class-name="com hazel cast.spring. DumyltenLi stener" incl ude-val ue="true"/>
</hz:itemlisteners>
</ hz: queue>

M essagel istener for ITopic

Hazelcast XML configuration

<topi ¢ nane="defaul t">
<nmessage- | i st eners>
<message-| i st ener >com hazel cast . exanpl es. Messageli st ener </ message- | i st ener >
</ message-| i st eners>
</t opi c>

Config API

t opi cConfi g. addMessageli st ener Confi g(new Li st ener Confi g("com hazel cast. exanpl es. MessageLi stener"));

Soring XML configuration

<hz:topi c name="defaul t">
<hz: message-|i st ener s>
<hz: message-| i stener cl ass-nane="com hazel cast. spri ng. DunmyMessagelLi st ener"/>
</ hz: message-|i st ener s>
</ hz: t opi c>
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14.5. Wildcard Configuration

Hazel cast supports wildcard configuration of Maps, Queues and Topics. Using an asterisk (*) character in the name,
different instances of Maps, Queues and Topics can be configured by a single configuration.

Note that, with alimitation of a single usage, asterisk (*) can be placed anywhere inside the configuration name.
For instance amap named 'com hazel cast . t est. mynap' can be configured using one of these configurations;
<map nanme="com hazel cast.test.*">
<map nane="com hazel *">
<map nanme="*.test.nymap">
</ map>
<map nanme="com *test. nymap">
Or aqueue'com hazel cast .t est. nyqueue'
<gqueue nane="*hazel cast.test.nyqueue">
</ queue>
<gqueue nane="com hazel cast. *. nyqueue" >
.<).queue>
14.6. Advanced Configuration Properties

There are some advanced configuration properties to tune some aspects of Hazelcast. These can be set as property name
and value pairs through configuration xml, configuration APl or VM system property.

» Configuration xml

<hazel cast xsi:schemaLocati on="http://ww. hazel cast.com schema/ confi g
http://ww. hazel cast. com schenma/ confi g/ hazel cast -confi g-3. 1. xsd"
xm ns="http://ww. hazel cast. conl schema/ confi g"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >

<properties>
<property nanme="hazel cast. property.foo">val ue</ property>

</ properties>
</ hazel cast >

» Configuration API

Config cfg = new Config() ;
cfg. set Property("hazel cast. property.foo", "value");

* System Property

1. Using VM parameter: j ava - Dhazel cast. property. f oo=val ue
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2. Using System class: Syst em set Property("hazel cast. property. foo",

Table 14.1. Properties Table

"val ue");

Property Name

Description

hazel cast . nenctache. enabl ed Enable Memcache client
hazel cast.rest. enabl ed Enable REST client reqL
hazel cast .| oggi ng. type Name of logging framew
hazel cast. map. | oad. chunk. si ze Chunk size for MapL oac
hazel cast. nmerge. first.run. del ay. seconds Inital run delay of split b
hazel cast. nerge. next. run. del ay. seconds Run interval of split brai
hazel cast. socket . bi nd. any Bind both server-socket
hazel cast. socket. server. bi nd. any Bind server-socket to an
hazel cast. socket.
hazel cast. socket. client. bi nd. any Bind client-sockets to an
hazel cast . socket.
hazel cast. socket. receive. buffer.size Socket receive buffer siz
hazel cast. socket. send. buffer.size Socket send buffer sizei
hazel cast. socket . keep. al i ve Socket set keep alive
hazel cast. socket. no. del ay Socket set TCP no delay
hazel cast. prefer.ipv4. stack Prefer Ipv4 network inte
hazel cast . shut downhook. enabl ed Enable Hazel cast shutdo
hazel cast.wait.seconds. before.join Wait time before join op
hazel cast. max. wai t. seconds. before.join Maximum wait time bef
hazel cast. heartbeat.interval .seconds Heartbeat send interval i
hazel cast. max. no. heart beat . seconds Max timeout of heartbea
hazel cast. i cnp. enabl ed Enable ICMP ping
hazel cast.icnp.ti nmeout ICMP timeout in ms
hazel cast.icnp.ttl ICMP TTL (maximum n
hazel cast. master.confirmation.interval.seconds Interval at which nodes:
hazel cast. max. no. mast er. confi rmati on. seconds Max timeout of master c
hazel cast. menber.list. publish.interval.seconds Interval at which master
hazel cast. prefer.ipv4. stack Prefer IPv4 Stack, don't
hazel cast.initial.mn.cluster.size Initial expected cluster s
hazel cast.initial.wait.seconds Inital time in seconds to
hazel cast. partition. count Total partition count
hazel cast . nx Enable IMX agent
hazel cast.jnx. detail ed Enable detailed views or
hazel cast. nc. map. excl udes Comma seperated map n
[http://mww.hazel cast.cc
hazel cast. nt. queue. excl udes Comma seperated queue
[http://www.hazel cast.cc
hazel cast. nt. t opi c. excl udes Comma seperated topic |
[http://www.hazel cast.cc
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Property Name Description

hazel cast. versi on. check. enabl ed Enable Hazel cast new ve
hazel cast. nt. max. vi si bl e. i nst ance. count Management Center ma
hazel cast. connection. nonitor.interval Minimum interval to cor
hazel cast. connection. monitor. max. faults Maximum 10 error coun
hazel cast.partition.m gration.interval Interval to run partition r
hazel cast.partition.mgration.tinmeout Timeout for partition mi
hazel cast. gracef ul . shut down. max. wai t Maximum wait seconds
hazel cast. nt. url . change. enabl ed Management Center cha
hazel cast. el astic. menory. enabl ed Enable Hazelcast Elastic
hazel cast. el astic.menory.total.size Hazelcast Elastic Memol
hazel cast. el asti c. menory. chunk. si ze Hazelcast Elastic Memol
hazel cast. el asti c. menory. shar ed. st or age Enable Hazelcast Elastic
hazel cast. enterprise.license. key Enterprise Extensions Pe
hazel cast. system | og. enabl ed Enable system logs

14.7. Logging Configuration

Hazel cast has a flexible logging configuration and doesn't depend on any logging framework except JDK logging. It has
in-built adaptors for anumber of logging frameworks and also supports custom loggers by providing logging interfaces.

To use built-in adaptors you should set hazel cast . | oggi ng. t ype property to one of predefined types below.

» jdk:JDK logging (default)

* log4j:Log4j
o df4j:Sf4

* none:disablelogging

You can set hazel cast . | oggi ng. t ype through configuration xml, configuration APl or JVM system property.

e Configuration xml

<hazel cast xsi:schemalLocati on="http://ww:. hazel cast.com schena/ config
http://ww. hazel cast. com schena/ confi g/ hazel cast - confi g- 3. 1. xsd"
xm ns="http://ww. hazel cast. conl schema/ confi g"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >

<properties>
<property name="hazel cast.| oggi ng. type">j dk</ property>

</ properties>

</ hazel cast >

» Configuration API

Config cfg = new Config() ;
cfg.set Property("hazel cast. | oggi ng.type", "log4j");

e System Property

78


http://www.hazelcast.com/products.jsp
http://www.hazelcast.com/products.jsp

Configuration

1. Using VM parameter: j ava - Dhazel cast .| oggi ng. t ype=sl f 4j
2. Using System class: Syst em set Property("hazel cast. | oggi ng.type", "none");

To use custom logging feature you should implement com hazel cast . | oggi ng. Logger Fact ory and
com hazel cast .| oggi ng. | Logger interfaces and set system property hazel cast . | oggi ng. cl ass to your
custom Logger Fact or y class name.

java -Dhazel cast. | oggi ng. cl ass=f 0o. bar. MyLoggi ngFact ory

Y ou can also listen to logging events generated by Hazelcast runtime by registering LogLi st ener s
toLoggi ngSer vi ce.

LogLi stener |istener = new LogListener() {
public void | og(LogEvent |ogEvent) {
// do sonething

}

}
Loggi ngServi ce | oggi ngServi ce = Hazel cast. get Loggi ngServi ce();
| oggi ngSer vi ce. addLogLi st ener (Level . I NFO |i stener):

Through the Loggi ngSer vi ce you can get the current used ILogger implementation and log your own messages too.

(Enterprise Extensions Only)

14.8. Setting License Key

To be able to use Enterprise Extensions, you need to set license key in configuration.

» Hazelcast XML Configuration

<hazel cast >
<l i cense- key>HAZELCAST_ENTERPRI SE_LI CENSE_KEY</ | i cense- key>

</ hazel cast >

» Hazelcast Config API

Config config = new Config();
confi g. set Li censeKey("HAZELCAST ENTERPRI SE_L| CENSE_KEY") ;

» Spring XML Configuration

<hz: config>
<hz:|i cense- key>HAZELCAST_ENTERPRI SE_L| CENSE_KEY</ hz: | i cense- key>

</ ha.z.ell cast >
* JVM System Property

- Dhazel cast. enterprise.license. key=HAZEL CAST_ENTERPRI SE_L| CENSE_KEY
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Hazelcast provides distributed second level cache for your Hibernate entities, collections and queries. Hazel cast has two
implementations of Hibernate 2nd level cache, one for hibernate-pre-3.3 and one for hibernate-3.3.x versions. In your
Hibernate configuration file (ex: hibernate.cfg.xml), add these properties:

To enable use of second level cache

<property name="hi bernate. cache. use_second_| evel _cache">true</ property>

To enable use of query cache

<property nanme="hi bernate. cache. use_query_cache">true</ property>

And to force minimal putsinto cache

<property name="hi bernate. cache. use_ni ni nmal _put s">true</ property>

To configure Hazelcast for Hibernate, it is enough to put configuration file named hazel cast . xm into root of your
classpath. If Hazelcast can not find hazel cast . xm then it will use default configuration from hazelcast.jar.

Y ou can define custom named Hazelcast configuration xml file with one of these Hibernate configuration properties.
<property nanme="hi bernate. cache. provi der_configurati on_fil e_resource_path">

hazel cast - cust om confi g. xm
</ property>

or

<property name="hi bernat e. cache. hazel cast. configuration_file_path">
hazel cast - cust om confi g. xm
</ property>

Y ou can set up Hazel cast to connect cluster as Native Client. Native client is not member and it connects to one of
the cluster members and delegates all cluster wide operationsto it. When the relied cluster member dies, client will
transparently switch to another live member.

<property name="hi bernate. cache. hazel cast.use_native_client">true</property>

To setup Native Client properly, you should add Hazel cast gr oup-name, group-password and cluster member
address properties. Native Client will connect to defined member and will get addresses of all membersin the cluster.
If the connected member will die or leave the cluster, client will automatically switch to another member in the cluster.

<property name="hi bernat e. cache. hazel cast. native_client_address">10. 34. 22. 15</ property>
<property name="hi bernat e. cache. hazel cast. native_client_group">dev</property>
<property name="hi bernat e. cache. hazel cast. native_client_password">dev- pass</ property>

To use Native Client you should add hazel cast - cl i ent - <ver si on>. j ar into your classpath.
Read more about NativeClient

To define Hibernate RegionFacyory, add following property.

<property name="hi bernate. cache. region.factory_cl ass">

com hazel cast . hi ber nat e. Hazel cast CacheRegi onFact ory
</ property>
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Or as an alternative you can use Hazel cast Local CacheRegi onFact or y which stores datain local node and
sends invalidation messages when an entry is updated on local.

<property name="hi bernate. cache. region.factory_cl ass">
com hazel cast . hi ber nat e. Hazel cast Local CacheRegi onFact ory
</ property>

Hazelcast creates a separate distributed map for each Hibernate cache region. So these regions can be configured easily
via Hazel cast map configuration. Y ou can define backup, eviction, TTL and Near Cache properties.

» Backup Configuration
« Eviction And TTL Configuration
» Near Cache Configuration

Hibernate has four cache concurrency strategies: read-only, read-write, nonstrict-read-write and transactional. But
Hibernate does not forces cache providers to support all strategies. And Hazel cast supportsfirst three (read-only, read-
write, nonstrict-read-write) of these four strategies. Hazelcast has no support for transactional strategy yet.

« If you are using xml based class configurations, you should add a cache element into your configuration with usage
attribute with one of read-only, read-write, nonstrict-read-write.

<cl ass nane="eg. | nmut abl " mnut abl e="fal se">
<cache usage="read-only"/>

</ cl ass>
<cl ass name="eg. Cat" .... >

<cache usage="read-wite"/>

<set name="kittens" ... >
<cache usage="read-wite"/>

</set>
</cl ass>

« If you are using Hibernate-Annotations then you can add class-cache or collection-cache element into your Hibernate
configuration file with usage attribute with one of read only, read/write, nonstrict read/write.

<cl ass- cache usage="read-only" cl ass="eg. | mmutabl e"/>
<cl ass-cache usage="read-wite" class="eg.Cat"/>
<col |l ecti on-cache col |l ecti on="eg. Cat. ki ttens" usage="read-wite"/>

OR
« Alternatively, you can put Hibernate Annotation's @Cache annotation on your entities and collections.

@ache(usage = CacheConcurrencyStrat egy. READ_WRI TE)
public class Cat inplements Serializable {

}

The last thing you should be aware of isto drop hazel cast-hibernate-<version>.jar into your classpath.

Additional Properties:
» Accessing underlying Hazel cast | nst ance

Usingcom hazel cast . hi bernat e. i nst ance. Hazel cast Accessor you can access the underlying
Hazel cast | nst ance used by Hibernate SessionFactory.
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Sessi onFactory sessionFactory = ...;
Hazel cast | nst ance hazel cast| nstance = Hazel cast Accessor. get Hazel cast | nst ance(sessi onFactory);

Changing/setting lock timeout value of read-write strategy

Lock timeout value can be set using hi ber nat e. cache. hazel cast. | ock_ti meout i n_seconds
Hibernate property. Value should be in seconds and default value is 300 seconds.

Using named Hazel cast | nst ance

Instead of creating anew Hazel cast | nst ance for each Sessi onFact or y, an existing instance can be used by
setting hi ber nat e. cache. hazel cast . i nst ance_nane Hibernate property to Hazel cast | nst ance's
name. For more information see Named Hazel castl nstance.

Disabling shutdown during SessionFactory.close()

Shutting down Hazel cast | nst ance can be disabled during Sessi onFact ory. cl ose() by setting

hi ber nat e. cache. hazel cast. shut down_on_sessi on_f act ory_cl ose Hibernate property to false.
(In this case Hazelcast property hazel cast . shut downhook. enabl ed should not be set to false)) Default value
istrue.
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Chapter 16. Spring Integration
16.1. Configuration

Y ou can declare Hazel cast beans for Spring context using beans namespace (default spring beans namespace) as well
to declare hazel cast maps, queues and others. Hazelcast-Spring integration requires either hazelcast-springjar or
hazelcast-all jar in the classpath.

<bean i d="instance" cl ass="com hazel cast. core. Hazel cast" factory-nmethod="newHazel cast| nst ance">
<const ruct or - ar g>
<bean cl ass="com hazel cast. confi g. Confi g">
<property name="groupConfig">
<bean cl ass="com hazel cast. confi g. G oupConfi g">
<property nanme="nane" val ue="dev"/>
<property name="password" val ue="pwd"/>
</ bean>
</ property>
<!-- and so on ... -->
</ bean>
</ constructor-arg>
</ bean>

<bean i d="map" factory-bean="instance" factory-method="get Map">
<constructor-arg val ue="nmap"/>
</ bean>

Hazelcast has Spring integration (requires version 2.5 or greater) since 1.9.1 using hazelcast namespace.
* Add namespace xmins: hz="http://mww.hazel cast.conv/schema/spring" to beans tag in context file:

<beans xm ns="http://ww. spri ngfranework. or g/ schena/ beans"

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"

xm ns: hz="http://ww. hazel cast. com schena/ spri ng"

Xsi : schemaLocati on="htt p: //ww. spri ngfranewor k. or g/ schema/ beans
http://ww. springframework. or g/ schema/ beans/ spri ng- beans-2. 5. xsd
http://ww. hazel cast. com schema/ spring
http://ww. hazel cast. com schena/ spri ng/ hazel cast - spri ng- 3. 0. xsd">

 Use hz namespace shortcuts to declare cluster, itsitems and so on.
After that you can configure Hazel cast instance (node):

<hz: hazel cast id="instance">
<hz: confi g>
<hz: group nanme="dev" password="password"/>
<hz: network port="5701" port-auto-increment="fal se">
<hz:j oi n>
<hz:mul ti cast enabl ed="fal se"
mul ti cast-group="224.2.2.3"
mul ticast-port="54327"/>
<hz:tcp-ip enabl ed="true">
<hz: menber s>10. 10. 1. 2, 10. 10. 1. 3</ hz: nenber s>
</hz:tcp-ip>
</ hz:join>
</ hz: net wor k>
<hz: map nane="rmap'
backup- count =" 2"
max- si ze="0"
evi cti on- per cent age="30"
read- backup-dat a="tr ue"
cache-val ue="true"
evi ction-pol i cy="NONE"
mer ge- pol i cy="com hazel cast. map. mer ge. PassThr oughMer gePol i cy" />
</ hz: config>
</ hz: hazel cast >

Y ou can easily configure map-store and near-cache too. (For map-store you should set either class-name or
implementation attribute.)
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<hz: config>
<hz: map nanme="nmapl">
<hz: near-cache tine-to-live-seconds="0" nax-idl e-seconds="60"
evi ction-policy="LRU" nmax-size="5000" invalidate-on-change="true"/>

<hz: map- store enabl ed="true" cl ass-nane="com f 0o. DunmySt or e"
write-del ay- seconds="0"/>
</ hz: map>

<hz: map nane="nmap2" >
<hz: map- store enabl ed="true" inpl enmentati on="dummyMapSt ore"
write-del ay- seconds="0"/>
</ hz: map>

<bean i d="dummyMapSt ore" cl ass="com foo. DummyStore" />
</ hz: config>

It's possible to use placeholdersinstead of concrete values. For instance, use property file app-default.properties for group
configuration:

<bean cl ass="org. spri ngframework. beans. factory. confi g. PropertyPl acehol der Confi gurer">
<property nanme="| ocati ons">
<list>
<val ue>cl asspat h: / app- def aul t. properti es</val ue>
</[list>
</ property>
</ bean>
<hz: hazel cast id="instance">
<hz: confi g>
<hz: group
name="$%{cl uster. group. nane}"

passwor d="${cl ust er. group. password}"/>
<l- >

</ hz: config>
</ hz: hazel cast >

Similar for client

<hz:client id="client">
<hz: group name="${cl uster. group. nane}" password="${cl uster.group. password}"/>
<hz: net wor k>
<hz: menber >10. 10. 1. 2: 5701</ hz: menber >
<hz: menber >10. 10. 1. 3: 5701</ hz: menber >
</ hz: net wor k>
</hz:client>

Hazelcast also supports| azy-i ni t, scope and depends- on bean attributes.

<hz: hazel cast id="instance" lazy-init="true" scope="singleton">
</ hz: hazel cast >
<hz:client id="client" scope="prototype" depends-on="instance">

</ hz:client>

Y ou can declare beans for the following Hazel cast objects:
« map

o multiMap

¢ queue

* topic
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o et
o list
 executorService
* idGenerator

e atomicLong

e semaphore
 countDownLatch
* lock

Example:

<hz: map i d="map" instance-ref="client" name="nmap" lazy-init="true" />

<hz:mul ti Map i d="nul ti Map" instance-ref="instance" name="nul ti Map" |azy-init="fal se" />
<hz: queue i d="queue" instance-ref="client" name="queue" |azy-init="true" depends-on="instance"/>
<hz:topic id="topic" instance-ref="instance" name="topi c" depends-on="instance, client"/>
<hz:set id="set" instance-ref="instance" nane="set" />

<hz:list id="list" instance-ref="instance" name="list"/>

<hz: execut or Servi ce i d="executor Servi ce" instance-ref="client" name="executor Service"/>
<hz:idGenerator id="idCGenerator" instance-ref="instance" name="idGenerator"/>

<hz: atom cLong i d="at om cLong" instance-ref="instance" nane="atoni cLong"/>

<hz: semaphore i d="semaphore" instance-ref="instance" nanme="semaphore"/>

<hz: count DownLat ch i d="count DownLat ch" i nstance-ref="i nstance" name="count DownLatch"/>
<hz:l ock id="1ock" instance-ref="instance" name="I|ock"/>

Injecting Typed Collections/M aps

Spring tries to create anew Map/Col | ect i on instance and fill the new instance by iterating and converting values of
the original Map/Col | ecti on (I Map, | Queue etc.) to required types when generic type parameters of the original
Map/Col | ect i on and the target property/attribute do not match.

Since Hazelcast Maps/Col | ect i onsare designed to hold very large data which a single machine can not carry, iterating

through whole values can cause out of memory errors.

To avoid this issue either target property/attribute can be declared as un-typed Map/Col | ect i on

public class SoneBean {
@\ut owi r ed
I Map map; // instead of | Mp<K, V> map

@\ut owi r ed
| Queue queue; // instead of | Queue<E> queue

or parameters of injection methods (constructor, setter) can be un-typed.
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public class SoneBean {
I Map<K, V> map
| Queue<E> queue
public SoneBean(l Map map) { // instead of | Mp<K, V> map

this.map = map;

}

public void set Queue(l Queue queue) { // instead of | Queue<E> queue
t hi s. queue = queue

}

For more info see Spring issue-3407 [https://jira.springsource.org/browse/SPR-3407].

16.2. Spring Managed Context

It's often desired to access Spring managed beans, to apply bean properties or to apply factory callbacks such as

Appl i cati onCont ext Awar e, BeanNameAwar e or to apply bean post-processing such asl ni ti al i zi ngBean,
@ost Const ruct like annotations while using Hazelcast distributed Execut or Ser vi ce or more generally any
Hazel cast managed object. Achieving those features are as smple as adding @spr i ngAwar e annotation to your
distributed object types. Once you have configured Hazel castl nstance as explained in Spring configuration, just mark any

distributed type with @pr i ngAwar e annotation.

<beans xm ns="http://ww. spri ngfranmewor k. or g/ schena/ beans"

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

xm ns: cont ext ="http://ww. spri ngfranmewor k. or g/ schema/ cont ext "

xm ns: hz="http://ww. hazel cast. com schena/ spri ng"

xsi : schemalLocati on="htt p://ww. spri ngf ramewor k. or g/ schena/ beans
http://ww. springfranmewor k. or g/ schema/ beans/ spri ng- beans- 3. 0. xsd

http://ww. springfranmewor k. or g/ schema/ cont ext

http://ww. springfranmewor k. or g/ schema/ cont ext / spri ng- cont ext - 3. 0. xsd
http://ww. hazel cast. com schema/ spri ng
http://ww. hazel cast. com schema/ spri ng/ hazel cast - spri ng- 3. 0. xsd" >

<cont ext:annotation-config />

<hz: hazel cast id="instance">
<hz: confi g>
<hz: group nane="dev" password="password"/>
<hz: network port="5701" port-auto-increnent="fal se">
<hz:joi n>
<hz: mul ticast enabl ed="fal se" />
<hz:tcp-ip enabl ed="true">
<hz: menber s>10. 10. 1. 2, 10.10. 1. 3</ hz: nenber s>
</hz:tcp-ip>
</ hz:join>
</ hz: net wor k>

</ hz: config>
</ hz: hazel cast >

<bean i d="soneBean" cl ass="com hazel cast. exanpl es. spri ng. SoneBean" scope="si ngl et on"

</ beans>

Executor Service example:

/>
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@Bpr i ngAwnar e
public class SonmeTask inpl enments Call abl e<Long>, ApplicationContextAware, Serializable {

private transi ent ApplicationContext context;
private transi ent SoneBean soneBean;

public Long call () throws Exception {
return soneBean. val ue;
}

public void setApplicationContext(final ApplicationContext applicationContext)
t hrows BeansException {
context = applicationContext;

}

@\ut owi r ed
public void set SoneBean(final SoneBean soneBean) {
t hi s. soneBean = soneBean;

}

Hazel cast | nst ance hazel cast = (Hazel cast| nstance) context.get Bean("hazel cast");
SoneBean bean = (SoneBean) context.getBean("soneBean");

Fut ure<Long> f = hazel cast . get Execut or Servi ce() . submi t (new SoneTask());
Assert . assert Equal s(bean. val ue, f.get().longValue());

/| choose a menber
Menber nenber = hazel cast.get d uster().get Menbers().iterator().next();

Fut ure<Long> f2 = (Future<Long>) hazel cast. get Execut or Servi ce()
. submi t ToMenber (new SoneTask(), nenber);
Assert. assert Equal s(bean. val ue, f2.get().longVal ue());

Distributed Map value example:

@pr i ngAwar e

@onponent (" soneVal ue")

@scope( " prototype")

public class SonmeVal ue inplements Serializable, ApplicationContextAware {

transi ent ApplicationContext context;
transi ent SoneBean soneBean;
transi ent boolean init = fal se;

public void setApplicationContext(final ApplicationContext applicationContext)
t hrows BeansException {
context = applicationContext;

}

@\ut owi r ed
public void set SoneBean(final SoneBean someBean) {
t hi s. soneBean = soneBean;

}

@ost Const r uct

public void init() {
soneBean. doSonet hi ngUsef ul () ;
init = true;

}
On Node-1;
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Hazel cast | nst ance hazel cast = (Hazel castlnstance) context.getBean("hazel cast");
SoneVal ue val ue = (SoneVal ue) context.getBean("soneVal ue")

| Map<String, SoneVal ue> map = hazel cast. get Map("val ues");

map. put ("key", val ue);

On Node-2;

Hazel cast | nst ance hazel cast = (Hazel castl|nstance) context.getBean("hazel cast");
| Map<String, SoneVal ue> nap = hazel cast. get Map("val ues");

SoneVal ue val ue = map. get ("key");

Assert.assertTrue(value.init);

Note that, Spring managed properties/fieldsare marked ast r ansi ent .

16.3. Spring Cache

Asof version 3.1, Spring Framework provides support for adding caching into an existing
Spring application. To use Hazelcast as Spring cache provider, you should just define a
com hazel cast . spring. cache. Hazel cast CacheManager bean and register it as Spring cache manager.

<cache: annot ati on-dri ven cache- manager ="cacheManager" />

<hz: hazel cast id="hazel cast">

</ hz; hézel cast >

<bean i d="cacheManager" cl ass="com hazel cast. spring. cache. Hazel cast CacheManager " >

<constructor-arg ref="instance"/>
</ bean>

For more info see Soring Cache Abstraction [ http://static.springsource.or g/spring/docs/3.1.x/spring-framewor k-
reference/html/cache.html].

16.4. Hibernate 2nd Level Cache Config

If you are using Hibernate with Hazel cast as 2nd level cache provider, you can easily create Regi onFact or y instances
within Spring configuration (by Spring version 3.1). That way it is possible to use same Hazel cast | nst ance as
Hibernate L2 cache instance.

<hz: hi bernate-regi on-factory id="regi onFactory" instance-ref="instance" />

<bean i d="sessi onFactory" class="org. spri ngfranmewor k. orm hi bernat e3. Local Sessi onFact or yBean" scope="si ngl eto
<property nanme="dat aSour ce" ref="dataSource"/>
<property nanme="cacheRegi onFactory" ref="regi onFactory" />

</ bean>
16.5. Spring Data - JPA

Hazelcast supports JPA persistence integrated with Spring Data-JPA [http://www.springsource.org/spring-dataljpal
module. Y our POJOs are mapped and persisted to your relational database. To use JPA persistence first you should create
a Repository interface extending CrudRepository class with object type that you want to persist..

package com hazel cast.j pa.repository;

import com hazel cast.j pa. Product;
import org.springframework. data. repository. CrudRepository;

public interface ProductRepository extends CrudRepository<Product, Long> {

}
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Then you should add your data source and repository definition to you Spring configuration,

<j pa:repositories
base- package="com hazel cast.j pa.repository" />

<bean cl ass="com hazel cast.j pa. Spri ngJPAMapSt ore" i d="j pamapst ore">
<property nanme="crudRepository" ref="productRepository" />
</ bean>

<bean cl ass="org. apache. conmons. dbcp. Basi cDat aSour ce" destroy-net hod="cl ose" i d="dat aSource">
<property name="driver d assNane" val ue="com nysql .| dbc. Driver"/>
<property name="url" val ue="j dbc: nmysql :// 1 ocal host: 3306/ YOUR_DB"/ >
<property nane="user nane" val ue="YOUR_USERNAME"/ >
<property nanme="password" val ue="YOUR _ PASSWORD'/ >
</ bean>

<bean i d="entityManager Factory"
cl ass="org. springfranmewor k. orm j pa. Local Cont ai ner Enti t yManager Fact or yBean" >
<property nanme="dat aSource" ref="dataSource" />
<property nane="j paVendor Adapt er ">
<bean cl ass="org. spri ngfranmewor k. orm j pa. vendor . Hi ber nat eJpaVendor Adapt er " >
<property nanme="generateDdl " val ue="true" />
<property nane="dat abase" val ue="MySQ." />
</ bean>
</ property>
<property nanme="persi stenceUnitNane" val ue="j pa. sanple" />
</ bean>

<bean cl ass="org. spri ngframewor k. orm j pa. JpaTr ansact i onManager "
i d="transacti onManager ">
<property nane="entityManager Factory"
ref ="entityManager Factory" />
<property name="j paDi al ect">
<bean cl ass="org. spri ngfranmewor k. orm j pa. vendor . Hi ber nat eJpaDi al ect" />
</ property>
</ bean>

In the example configuration above, Hibernate and MY SQL is configured, you change them according your ORM and
database selection. Also you should define your persistence unit with persistencexml under META-INF directory.

<?xm version="1.0" encodi ng="UTF-8"?>

<persi stence version="2.0" xm ns="http://java. sun. conl xm / ns/ persi stence" xml ns: xsi ="http://ww. w3. or g/ 2001/
<persi stence-unit nane="j pa. sanple" />

</ per si st ence>

By default, the key is expected to be the same with id of the JPA object. Y ou can change this behaviour and customize
MapStore implementation extending SpringJPAMapStore class. For moreinfo see Soring Data JPA Reference [ http://
static.springsour ce.or g/spring-data/data-j pa/docs/current/reference/htmi/] .

16.6. Spring Data - MongoDB

With version 2.1, Hazelcast will support MongoDB persistence integrated with Spring Data-MongoDB [http://
www.springsource.org/spring-data/mongodb] module. Spring MongoDB module maps your objects to equivalent
MongoDB objects. To persist your objectsinto MongoDB you should define MongoDB mapstore in your Spring
configuration as follows:
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<nongo: nongo i d="nongo" host="I|ocal host" port="27017"/>

<bean i d="nongoTenpl at e"
cl ass="org. spri ngfranmewor k. dat a. nrongodb. cor e. MongoTenpl at e" >
<constructor-arg ref="nongo"/>
<constructor-arg nane="dat abaseNane" val ue="test"/>
</ bean>

<bean cl ass="com hazel cast. spri ng. nrongodb. MongoMapSt or e" i d="nbngonmapst ore" >
<property nanme="nongoTenpl ate" ref="nongoTenpl ate" />
</ bean>

Then you can set this as mapstore for maps that you want to persist into MongoDB.

<hz: map nanme="user">
<hz: map- store enabl ed="true" inpl enmentati on="nongonapst ore"
write-del ay- seconds="0">
</ hz: map- st or e>
</ hz: map>

By default, the key is set asid of the MongoDB object. Y ou can override MongoMapStore class for you custom needs.
For more info see Soring Data MongoDB Reference [ http://static.springsour ce.or g/spring-data/data-mongodb/docs
current/reference/htmi/] .
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Chapter 17. Clients

There are currently three ways to connect to a running Hazel cast cluster:
1. Native Clients
2. Memcache Clients

3. REST Client

17.1. Native Client

Native Client enables you to do ailmost all Hazelcast operations without being a member of the cluster. It connectsto one
of the cluster members and delegates all cluster wide operationsto it or connectsto al of them and del egate operations
smartly. When the relied cluster member dies, client will transparently switch to another live member.

There can be hundreds, even thousands of clients connected to the cluster. But by default there is 40 threads on server
side that will handle all the requests. Y ou may want to increase hazel cast.executor.client.thread.count property for better
performance.

Imagine a trading application where all the trading data stored and managed in a 10 node Hazelcast cluster. Swing/Web
applications at traders' desktops can use Native Java Client to access and modify the datain the Hazelcast cluster.

Currently Hazel cast has Native Java and C# Client available. C# Client implementation has not yet finished as of version
3.

17.1.1. Java Client

Y ou can do amost all hazelcast operations with Java Client. It already implements the same interface. Y ou must include
hazel cast-client.jar into your classpath.

import com hazel cast. core. Hazel cast | nst ance;
import com hazel cast. client. Hazel castd i ent;

inmport java.util.Mp;
inmport java.util.Collection;

ClientConfig clientConfig = new ClientConfig();
client Config. get GoupConfig().setNane("dev"). set Password("dev-pass");
client Confi g. addAddress("10. 90. 0. 1", "10.90.0.2:5702");

Hazel cast | nstance client = Hazel castd i ent.newHazel castCient(clientConfig);
/1A'l cluster operations that you can do with ordi nary Hazel cast| nstance
Map<String, Customer> mapCustomers = client.get Map("custoners");

mapCust omer s. put ("1, new Custoner("Joe", "Smth"));
mapCust omer s. put ("2", new Custonmer("Ali", "Selan'));
mapCust omer s. put (3", new Custoner("Avi", "Noyan"));

Col | ecti on<Cust oner > col Cust onmers = napCust oners. val ues();
for (Customer customer : col Custoners) {
/| process custoner

}
17.1.2. CSharp Client (Enterprise Extensions Only)

Not yet implemented as of version 3

17.2. Memcache Client

A Memcache client written in any language can talk directly to Hazelcast cluster. No additional configuration is required.
Here is an example: Let's say your cluster's members are:

91



Clients

Menmbers [5] {
Menmber [10.20.17.1:5701]
Menber [10.20.17.2:5701]
Menmber [10.20.17. 4:5701]
Menber [ 10.20.17. 3:5701]
Menber [10.20.17.5:5701]

}

And you have a PHP application that uses PHP Memcache client to cache things in Hazelcast. All you needto dois
have your PHP memcache client connect to one of these members. It doesn't matter which member the client connects to
because Hazelcast cluster 1ooks as one giant machine (Single System Image). PHP client code sample:

<?php
$mentache = new Mentache
$mentache- >connect (' 10. 20. 17. 1", 5701) or die ("Could not connect")
$mentache- >set (' keyl', ' val uel', 0, 3600)
$get _result = $mencache->get (' keyl'); //retrieve your data
var_dunp($get _result); //show it

7>

Notice that memcache client is connecting to 10. 20. 17. 1 and using port5701. Javaclient code sample with
SpyMemcached client:

MencachedCl i ent client = new Mentachedd i ent (AddrUtil . get Addresses("10.20.17.1:5701 10.20.17.2:5701"))
client.set("keyl", 3600, "valuel")
Systemout. println(client.get("keyl"))

If you want your data to be stored in different maps(e.g to utilize per map configuration ), you can do that with a map
name prefix as following:

Mentachedd i ent client = new Mentachedd ient (AddrUtil.get Addresses("10.20.17.1:5701 10.20.17.2:5701"))
client.set("mpl: keyl", 3600, "valuel"); // store to *hz_nentache_mapl

client.set("map2: keyl", 3600, "valuel"); // store to hz_nentache_nmap2
Systemout.println(client.get("keyl")); //get from hz_nencache_mapl
Systemout.println(client.get("key2")); //get from hz_nmencache_map2

hz_memcache prefix is to separate memcache maps from hazel cast maps.

An entry written with a memcache client can be read by another memcache client written in another language.

17.3. Rest Client

Let's say your cluster's members are:

Members [5] {
Mermber [10.20.17.1:5701]
Mermber [ 10.20.17.2: 5701]
Mermber [ 10.20. 17. 4: 5701]
Mermber [ 10.20.17. 3: 5701]
Mermber [ 10.20.17.5: 5701]

}

And you have a distributed map named 'stocks. Y ou can put anew key1/ val uel entry into this map by issuing
HTTP PCST caltohttp://10.20.17.1:5701/ hazel cast/rest/ maps/ st ocks/ keyl URL. Your
http post call's content body should contain the value (valuel). Y ou can retrieve this entry viaHTTP CGET call to
http://10.20.17. 1: 5701/ hazel cast/rest/ maps/ st ocks/ key1l. You can also retrieve this entry from
another member suchasht t p: // 10. 20. 17. 3: 5701/ hazel cast/rest/ maps/ st ocks/ key1.

RESTful accessis provided through any member of your cluster. So you can even put an HTTP load-balancer in-front of
your cluster members for load-balancing and fault-tolerance.

Now go ahead and install a REST plugin for your browser and explore further.
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Hazelcast also stores the mime-type of your POST request if it contains any. So if, for example, you post binary of an
image file and set the mime-type of the HTTP POST request to i nage/ j peg then this mime-type will be part of the
response of your HTTP GET request for that entry.

Let's say you also have atask queue named 'tasks. Y ou can offer a new item into the queue viaHTTP POST and take and
item from the queue viaHTTP DELETE.

HTTP POST http://10.20.17.1: 5701/ hazel cast/rest/queues/tasks <CONTENT> means
Hazel cast. get Queue( "t asks"). of f er (<CONTENT>) ;

and HTTP DELETE http://10.20.17. 1: 5701/ hazel cast/rest/ queues/t asks/ 3 means
Hazel cast. get Queue("tasks").poll (3, SECONDS);

Note that you will have to handle the failures on REST polls as there is no transactional guarantee.
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Chapter 18. Management Center

18.1. Introduction

Hazel cast Management Center enables you to monitor and manage your servers running hazel cast. With Management
Center, in addition to monitoring overall state of your clusters, you can also analyze and browse your data structuresin
details. Y ou can a so update map configurations and take thread dump from nodes. With its scripting module, you can run
scritps (JavaScript, Groovy etc.) on your servers. Version 2.0 is aweb based tool so you can deploy it into your internal
server and serve your users.

18.1.1. Installation
It isimportant to understand how it actually works. Basically you will deploy mancent er - _ver si on_. war
application into your Java web server and then tell Hazelcast nodes to talk to that web application. That means, your
Hazel cast nodes should know the URL of mancent er application before they start.
Here are the steps:
» Download the latest Hazel cast zip from hazel cast.com [http://www.hazel cast.com/downl oads.jsp]

e Zipcontainsmancent er-_versi on_. war file. Deploy it to your web server (Tomcat, Jetty etc.) Let'ssay itis
runningathtt p: / /1 ocal host : 8080/ mancent er-_versi on_.

 Start your web server and make sureht t p: / /| ocal host : 8080/ mancent er-_ver si on_isup.

» Configure your Hazelcast nodes by adding the URL of your web appto your hazel cast . xm . Hazelcast nodes
will send their states to this URL.

<managenent - cent er enabl ed="true">http://| ocal host: 8080/ mancent er - _ver si on_</ managenent - cent er >

 Start your hazelcast cluster.

» Browsetohttp://1 ocal host: 8080/ mancent er-_versi on_andlogin. Initial login username/passwords
isadm n/ adnmi n

Management Center creates a directory with name "mancenter" under your "user/home" directory to save data files. You
can change the data directory setting "hazel cast. mancenter.home" system property.

18.1.2. User Administration

Default credentials are for the admin user. Inthe Adni ni st r at i on tab, Admin can add/remove/update users and
control user read/write permissions.

’ HAZELCAST

-~ # Home | ~* Scripting | @ Docs |[eqelnigittalulely]

¥ Add New User

2 admin
& john Username: tim

+ ADD NEW USER
Password:  |reeee

Password Retype: s
Is Admin:

Parmissions: Cluster Name Permissions

dev None @ Read Only Read/Write
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18.1.3. Tool Overview

The starter page of thetool isCl ust er Hone. Here you can see cluster's main properties such as uptime, memory.
Also with pie chart, you can see the distribution of partitions over cluster members. Y ou can come back to this page,
by clicking the Hone icon on the top-right toolbar. On the left panel you see the Map/Queue/Topic instances in the
cluster. At the bottom-left corner, members of the cluster are listed. On top menu bar, you can change the current tab to
Scripting, Docs,userAdm ni strati on. Notethat Administration tab is viewable only for admin users. Also
Scri pti ng pageisdisabled for users with read-only credential.

# Home # Scripting O Docs 2 Administration
> map Version: Build:
* map2 Max Memory:  666.69 MB Free Memory:  33.47 MB
» q:qu 0 days, 1 hours, 12 minutes, 44

. ThuMar 01 10:40:05 EET
Start Time: 2012

UpTime: oo onds

Members & Partitions

~ Members (3)

2.168.2.3:5701
» 1- 192.168.2.3:5701 34%
> 2- 192.168.2.3:5702
* 3- 192.168.2.3:5703

18.2. Maps

Map instances are listed on the | eft panel. When you click on amap, anew tab for monitoring this map instance is opened
on the right. In this tab, you can monitor metrics also re-configure the map.

# Scripting || @ Docs | 2 Administration

Cluster Home %

84500 40
Size Throughput
84250 =
84000 2
83750 -
20

83500 .
83250 10
83000 L EI

11:57:20 11:57:30 11:57:40 11:57:50 11:58:00 11:57:20 11:57:30 11:57:40 11:57:50 11:58:00
Map Memory Data Table -
£ Members Entries Entry Memory Backups  Backup Memc Dirty Entries  Marked As Re Marked Rem. Locks
1 192168235701 28642 1TI3MB 28638 17T2MB 0 0 0KB 0
2 192168235702 27632 7.1 1B 27923 17288 0 0 0KB 0
3 192168235703 28002 1733UB | 27730 TABMB O 0 0KB 0
Map Throughput Data Table =
# emvers Total Gets Avg Getlat Puts AvgPutlal Removes  AvgRemove OtherOps. Evenis

192168235701 19 0 0 19 0 0 0 0 0
2 192168235702 0 0 0 0 0 0 0 0 0
3 192168235703 0 0 0 0 0 0 0 0 0

18.2.1. Monitoring Maps

In map page you can monitor instance metrics by 2 charts and 2 datatables. First data table "Memory Data Table"

gives the memory metrics distributed over members. "Throughput Data Table" gives information about the operations
performed on instance (get, put, remove) Each chart monitors a type data of the instance on cluster. Y ou can change the
type by clicking on chart. The possible ones are: Size, Throughput, Memory, Backup Size, Backup Memory, Hits, Locked
Entries, Puts, Gets, Removes...
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# Scripting | @ Docs | 2 Administration

52400000 50
Backup Mem Throughput
62200000
40
30
61800000
20
51600000
61400000 '-°|
51200000 L 0
12:06:00 12:06:10 12:06:20 12:06:30 12:06:40 12:06:00 12:06:10 12:06:20 12:06:30 12:06:40

(PR  Chart 1 Options x =
® el Throughput y +Re Marked Rem  Locks

1 5 Backup Mem. o .

2 182 o0K8 0

3 192 0K8 0

Map Throu 4 -
£ Members Total Gets AvgGetlat Puts AvgPutlai Removes  AvgRemove OfherOps.  Evenis

1 192168235701 7 0 ] T 0 ] 0 0 ]

2 192168235702 O 0 o 0 0 o 0 0 o

3 192168235703 0 0 0 0 0 0 0 0 0

18.2.2. Map Browser

Y ou can open "Map Browser" tool by clicking "Browse" button on map tab page. Using map browser, you can reach
map's entries by keys. Besides its value, extrainformations such as entry's cost, expiration time is provided.

Cluster Home * |EEUELFEERY

1800 120
Size | Throughput

1600 | 100
1400

Key: [17 sting  [+]
1200

value: java Class:  java.lang.String

100¢C Cost: 0.33KB Creation Time: ~ Mon Mar 05 15:57:37 EET 2012

Expiration Time: Sun Aug 17 09:12:55 EET 292278994 Hits: 0
sac Access Time:  Thu Jan 01 02:00:00 EET 1970 Update Time:  Thu Jan 01 02:00:00 EET 1970

Version: 0 Valid:  true
May -
i P

# 14embers Entries Entry Memory Backups  Backup Memc Dirty Entries  Marked As R¢ Marked Rem. Locks
1 1921682.3:5701 777 20692KB | 779 2776TKB 0 o 0KB 0
2 192.16823:5702 837 20334KB 821 20259KB 0 0 0KB 0
3 192.166.2.3:5703 40 1426KB | 44 1568K8 0 0 0KB 0

[images/mapbrowse.jpg]
18.2.3. Map Configuration

Y ou can open "Map Configuration” tool by clicking "Config" button on map tab page. This button is disabled for users
with Read-Only permission. Using map config tool you can adjust map's setting. Y ou can change backup count, max size,
max idle(seconds), eviction policy, cache value, read backup data, backup count of the map.

Cluster Home %

113700 30

Size Throughput
113600 25
113400

Name: cma Backup Count: 1
113300 i B E

Tinan Max Size: 2147483641 TTL (seconds): 0
Lsi0n Max Idle(seconds): |0 Eviction Percentage (%): 25 [+]
LETEEY 2R Eviction Policy:  [NONE  [+] Cache Value:  [true [~] @
T T T Read Backup Data:  [false [+ Backup Count: |1 [=] —
T Configuration has been successfully updated.
1 192.166.2.3:5701
2 192.168.2.3:5702 >
3 192.168.2.3:5703 | 37800 23418 37320 231 MB o (] 0KB 0

18.3. Queues

Queues is the second data structure that you can monitor in management center. Y ou can activate the Queue Tab by
clicking the instance name listed on the |eft panel under queues part. The queue page consists of the charts monitoring
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data about the queue. Y ou can change the data to be monitored by clicking on the chart. Available options are Size, Palls,
Offers.

Cluster Home X | map X EEGTEEES

131500 5
Size Offers
50
131250
131000 40
35
130750
30
130500 25
20
130250
Chart 1 Options »®

12:34:20 12:34:30 12:34:40 i50 12:35:00

18.4. Topics

Y ou can monitor your topics metrics by clicking the topic name listed on the left panel under topics part. There are two
charts which reflects live data, and a datatabl e lists the live data distributed among members.

Cluster Home % | map X | qu X |EEEIETIaNES

3500 6500

Publishes Receives
6000
3000 5500
5000
2500
4500
4000
2000
3500
1500 S0
2500
1000 2000
12:41:50  12:42:00 12:42:10 12:42:20 12:42:30 12:41:50  12:42:00 12:42:10 12:42:20 12:42:30
Topic Stats Data Table -
Members Publishes  Receives
192.168.2.3:5701 2003 4186
192168235702 0 0
192168235703 0 0

18.5. Members

The current members in the cluster are listed on the bottom side of the left panel. Y ou can monitor each member on tab
page displayed by clicking on member items.

Cluster Home % | map % | qu % || default » ESCERGEI-NcH-FINNE]

 Thread Dump

[ULGLUEN Properties | Configuration | Partitions

Number of Processors: 4
Start Time:  Thu Mar 01 10:40:05 EET 2012
Up Time: 0 days, 2 hours, 8 minutes, 18 seconds
Maximum Memory:  696.19 MB
Total Memory:  696.15 M8
Free Memory: 102.34 MB
Used Heap Memory:  593.84 MB
Max Heap Memory:  696.19 M8
Used Non-Heap Memory: 18.96 MB
Max Non-Heap Memory: 130 MB
Total Loaded Classes: 2246
Current Loaded Classes: 2183
Total Unloaded Classes: 63
Total Thread Count: 160
Active Thread Count: 59
Peak Thread Count: 66
Daemon Thread Count: 5
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18.5.1. Monitoring
In members page there are 4 inner tab pages to monitor member's state and properties. Runtime: Runtime properties about

memory, threads are given. This data updates dynamically. Properties. System properties are displayed. Configuration:
Configuration xml initially set can be viewed here. Partitions. The partitions bel ongs to this member are listed.

5 Thread Dump

Runtime Properties Configuration Partitions

<hazelcast>
<group>
<name>dev</name>
<password>dev-pass</password>
</group>
<network>
<port auto-increment="true">5701</port>
<join>
<multicast enabled="true">
<mmlticast-group>224.2.2.3</multicast-group>
<multicast-port>54327</multicast-port>
<mm1ticast-timeout-seconds>2</mmlticast-timeont-seconds>
</multicast>
<top-ip enabled="false">
<interface>127.0.0.1</interface>
</tcp-ip>
<aws enabled="true">

< Y /s >

< Y et-key</: >
<region>us-west-1</Tegion>

<security - >hazel /security - >

<tag-key>type</tag-key>
<tag-value>hz-nodes</tag-value>
</aws>
</join>
<interfaces enabled="fals=">
<interface>10.10.1.*</interface>
</interfaces>
<symmetric-encryption enabled="false">
<algorithm>PBEWI thMDSARADES</algori thm>
<salt>thesalt</salt>
<password>thepass</password>
<iteration-count>13</1iteration-count>

18.5.2. Operations

Besides monitoring you can perform certain actions on members. Y ou can take thread dump of the member and you can
perform garbage collection on the selected member.

# Home Thread Dump %
Clust ar Java uni concurrent JUBUEST IUEUE Java -
A2 5 at java.ulil. concurrent Queu Queue java:874)

at java.util.concurrent T) gefTask(T] java:945)

atjava.util concurrent T run(TI java907)
atjavalang. Thread.run(Thread java:662) ‘ AL R
Runtime. J| |"i_teinstance 3 devtiC,Stte Sender 16378 THIED_ WATING 1

at java lang Thread sleep(Native Methad)
Number at

com.hazelcastimpl.

e java:324)

Maxi | _pinstance_3_dev MC.Task Poller” 1d=377 TIMED_WATING
at java lang Thread sleep(Native Method)

at
Used com.hazelcastimpl. TaskPoller. 3
Max |2v2399)
Used Non- |n; nzinstance_3_dev.MC.UDP Listener 1d=274 RUNNABLE (in native)
Max Non- at java.net PlainDatagramSocketimpl.receive0(Native Method)
Total L¢ - locked java net PlainDatagramSocketimpl @4&9f7c0
curtantiy at java.netPlainD ¥ java:136)
et - locked java.net PlainDatagramSocketimpl @4e9f7cd
at java.netDatagramSocket receive(DatagramSocket java725)
Total - locked java net DatagramPacket@6791525¢
Active - locked java net DatagramSocket@75b60e70
Peak at
Daemon |com.hazelcastimpl UDPListener.
&.ava:42s)

“hz_hzinstance_3_dev MG TCP Listener” =276 RUNNABLE (in native)
at java.net PlainSocketimpl.socketAccept(Mative Method)
at javanet java:390)
- locked java.net.Socks Socketimpl@34ab5770 2

18.6. System Logs

System logs part helps you track internal operations and detect problems. To see system logs first you should set alLog
level other than "None". In left menu there are inputs by which you can filter the displayed logs dynamically. Also you
can Export your logs and send the file to Hazel cast support team, so they can analyze and help you solving your problem.
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T e S

= a CALL Enquese Packet (EXECUTE)
[kl 141 CALL Processing packet
140 CALL Enqueue Packet [EXECUTE}
ol o 07:38:697 | 140 cALL Processing packet
02052012 090738563 | 13 caLL T
Members: CALL Enqueve Packet {CONCURRENT MAP_BACKUP_PUT}
¥ 127.00.5:5701 CALL o
 1z700.1:5702 caLL c st impl. ConcurentMapManagerSBackupPackeProcessor
o 1270015703 caLL E ot RESPONSE}
cALL Eng acket (RESPON SE}
Log Typs: caLL Processing packet
 nooE CcALL Enqueue Packet {[CONCURRENT_MAP_PUT]
¥ Jom caLL Processing packet
: :f::‘;::’“ cALL Enqueue Packet {(RESPONSE]
Wi CALL Processing packet
caLL E ot EXECUTE}
caLL
cALL

18.7. Scripting

In scripting part, you can execute your own code on your cluster. In the left part you can select members, on which the
code will be executed. Also you can select over scripting languages. Javascript, Groovy, JRuby, BeanShell. This part is
only enabled for users with read/write permissions for current cluster.

~ Select Members Secript:

7] 192.168.2.3:5701 function echo() {
var name = hazelcast.getName():

71 192.168.2.3:5702 var node = hazelcast.getCluster().getlocalMembex();
return name + ' => ' + node;

7192.168.2.3:5703 )
echo();

~ Script Language

© Javascript
Groovy
IRuby
BeanShell

Result:

5701] this
57021 this
57031 this

18.8. Time Travel

Time Travel mode is activated by clicking clock icon on top right toolbar. In time travel mode, the timeis paused and the
full state of the cluster is displayed according the time selected on time slider. Y ou can change time either by Prev/Next
buttons or dliding the slider. Also you can change the day by clicking calendar icon. Management center stores the states
inyou local disk, while your web server isalive. So if you dide to atime when you do not have data, the reports will be

a, ; B 05/03/2012 10:03:10 [ ] °
0000 03:00 06:00 03:00 1200 15:00 18:00 21:00 2400
Cluster Home = |EEuEEEEY
27500 35
sz | Threughput

27250 30

25
26750

20
26500
26250 =
26000

10:02:20 10:02:30 10:02:40 10:02:50 10:03:00 10:03:10 10:02:20 10:02:30 10:02:40 10:02:50 10:03:00 10:03:10

18.9. Console

The console tool enables you execute commands on the cluster. Y ou can read or write on instances but first you should set
namespace. For example if you have a map with name "mapCustomers’. To get a customer with key "Jack" you should
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first set the namespace with command "ns mapCustomers'. Then you can take the object by "m.get Jack" Hereisthe
command list:
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-- Ceneral conmands
echo true|false
silent true|false
#<nunber > <commuand>
&<nunber > <conmmand>

//turns on/off echo of commands (default false)

//turns on/off silent of command output (default false)

//repeats <nunber> tinme <command>, replace $i in <command> with current
//forks <nunber> threads to execute <command>, replace $t in <comuand>

When using #x or &, is is advised to use silent true as well.
When using & with mputmany and m renovenmany, each thread will get a different share of keys unless a

jvm

who

whoam

ns <string>

@file>

-- Queue conmands

q.of fer <string>

q. pol

q. of f ermany <nunber > [ <si ze>]
g. pol | many <nunber >
g.iterator [renove]

q. si ze

g.cl ear

-- Set commands

s.add <string>
s.renove <string>

s. addmany <nunber >

s. renovenmany <nunber >
s.iterator [renove]
s.size

s. cl ear

-- Lock conmands

| ock <key>

tryLock <key>
tryLock <key> <tinme>
unl ock <key>

-- Map conmmands

m put <key> <val ue>
m renove <key>

m get <key>

m put many <nunber> [<size>] [<index>]//puts indicated nunber of entries to the map ('key<i>':byte[<size>],
m r enpvenmany <nunber > [ <i ndex>]

//displays info about the runtine

/1 displays info about the cluster

//di splays info about this cluster nmenber

//switch the namespace for using the distributed queue/ map/set/list <st
|/ executes the given <file> script. Use '//' for comments in the script

//adds a string object to the queue

//takes an object fromthe queue

// adds indi cated nunber of string objects to the queue ('obj<i>" or byt
//takes indicated nunber of objects fromthe queue

/literates the queue, renove if specified

//size of the queue

//clears the queue

//adds a string object to the set

//removes the string object fromthe set

// adds indi cated nunber of string objects to the set ('obj<i>")
//takes indicated nunber of objects fromthe set

/literates the set, renpbves if specified

//size of the set

//clears the set

|/ same as Hazel cast. get Lock(key). | ock()

|/ same as Hazel cast. get Lock(key).tryLock()
//same as trylLock <key> with tinmeout in seconds
|/ same as Hazel cast. get Lock(key). unl ock()

//puts an entry to the map

//removes the entry of given key fromthe map

//returns the value of given key fromthe map

<
//removes indicated nunber of entries fromthe map ('key<i>', <index>+(

When using & with mputmany and m renovenmany, each thread will get a different share of keys unless a

m keys

m val ues

mentries
miterator [renopve]
m si ze

m cl ear

m destr oy

m | ock <key>
mtryLock <key>
mtryLock <key> <tinme>
m unl ock <key>

-- List commands
| .add <string>

| .add <i ndex> <string>

| .contains <string>

| . renpve <string>

| . remove <index>

| .set <index> <string>
|.iterator [renove]

|.size

| .clear

-- | Atom cLong commands

a. get

a.set <long>

a.inc

a. dec

-- Executor Service conmands
execut e <echo-i nput >

execut eOnKey <echo-i nput > <key>

/literates the keys of the nmap

/literates the values of the map

/literates the entries of the map

/literates the keys of the map, renpve if specified
//size of the map

//clears the map

/| destroys the map

/11 ocks the key

//tries to lock the key and returns i medi ately
//tries to lock the key wi thin given seconds
//unl ocks the key

|/ executes an echo task on random nmenber
|/ executes an echo task on the nenber that owns the given key

execut eOnMenber <echo-i nput > <key> //executes an echo task on the nenber with given index

execut eOnMenber s <echo-i nput >

|/ executes an echo task on all of the nenbers
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Version:
Max Memory:
Start Time:

Build:
666.69 MB Free Memory: 27.73 MB
Mon Mar 05 09:19:46 EET 2012 Up Time: 0 days, 1 hours, 16 minutes, 57 seconds

= Type help for command list> ns map2
= Current Namespace:map2

map2> m.put name talip

map2= null

map2> m.get name

map2> talip

102



Chapter 19. Miscellaneous

19.1. Common Gotchas

Hazelcast is the distributed implementation of several structures that exist in Java. Most of the time it behaves asyou
expect. However there are some design choices in Hazel cast that violate some contracts. This page will list those
violations.

1. equals() and hashCode() methods for the objects stored in Hazelcast

When you store a key, value in a distributed Map, Hazel cast serializes the key and value and stores the byte array
version of them in local ConcurrentHashMaps. And this ConcurrentHashM ap uses the equal's and hashCode methods
of byte array version of your key. So it does not take into account the actual equals and hashCode implementations of
your objects. So it isimportant that you choose your keysin a proper way. |mplementing the equals and hashCode is
not enough, it is also important that the object is always serialized into the same byte array. All primitive types, like;
String, Long, Integer and etc. are good candidates for keys to use in Hazelcast. An unsorted Set is an example of avery
bad candidate because Java Serialization may serialize the same unsorted set in two different byte arrays.

Note that the distributed Set and List storesits entries as the keysin a distributed Map. So the notes above apply to the
objectsyou storein Set and List.

2. Hazelcast always return a clone copy of avalue. Modifying the returned value does not change the actual value in the
map (or multimap or list or set). Y ou should put modified value back to make changes visible to all nodes.

V val ue = map. get (key);
val ue. updat eSonePr operty();
map. put (key, val ue);

If cache- val ue istrue (default istrue), Hazel cast caches that returned value for fast accessin local node.

M odifications done to this cached value without putting it back to map will be visible to only local node, successive
get calswill return the same cached value. To reflect modifications to distributed map, you should put modified
value back into map.

3. Collections which return values of methods such as| Map. keySet , | Map. val ues, | Map. entrySet,
Mul ti Map. get,Mul ti Map. renove, | Map. keySet , | Map. val ues, contain cloned values. These collections
are NOT backup by related Hazel cast objects. So changesto the these are NOT reflected in the originals, and vice-
versa,

4. Most of the Hazelcast operations throw an Runt i mel nt er r upt edExcept i on (which isunchecked
version of | nt er r upt edExcept i on) if auser thread is interrupted while waiting a response. Hazel cast uses
Runtimel nterruptedException to pass InterruptedException up through interfaces that don't have InterruptedException
in their signatures. Users should be able to catch and handle Runt i el nt er r upt edExcept i on in such cases as if
their threads are interrupted on a blocking operation.

5. Some of Hazelcast operations can throw Concur r ent Modi fi cat i onExcept i on under transaction
while trying to acquire aresource, although operation signatures don't define such an exception. Exception
isthrown if resource can not be acquired in a specific time. Users should be able to catch and handle
Concurrent Modi fi cati onExcepti on whilethey are using Hazelcast transactions.

19.2. Testing Cluster

Hazelcast allows you to create more than one member on the same JVM. Each member is called Hazel cast | nst ance
and each will have its own configuration, socket and threads, so you can treat them as totally separate members. This
enables usto write and run cluster unit tests on single JVM. Asyou can use this feature for creating separate members
different applications running on the same JVM (imagine running multiple webapps on the same JVM), you can also use
this feature for testing Hazelcast cluster.

Let's say you want to test if two members have the same size of a map.
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@est
public void test TwoMenber MapSi zes() {
/1 start the first nenber
Hazel cast | nstance hl = Hazel cast. newHazel cast| nstance(null);
/1 get the map and put 1000 entries
Map mapl = hl.get Map("testmap");
for (int i =0; i < 1000; i++) {
mapl. put (i, "value" + i);
}
/'l check the map size
assert Equal s(1000, mapl.size());
/] start the second nenber
Hazel cast | nstance h2 = Hazel cast. newHazel cast| nstance(null);
/1l get the sane map fromthe second nenber
Map map2 = h2.get Map("testmap");
/'l check the size of map2
assert Equal s(1000, map2.size());
/'l check the size of mapl again
assert Equal s(1000, mapl.size());

In the test above, everything happened in the same thread. When devel oping multi-threaded test, coordination of

the thread executions has to be carefully handled. Usage of Count DownLat ch for thread coordination is highly
recommended. Y ou can certainly use other things. Here is an example where we need to listen for messages and make
sure that we got these messages:

@rest
public void testTopic() {
/] start two nmenber cluster
Hazel cast | nstance hl = Hazel cast.newHazel cast | nstance(null);
Hazel cast | nstance h2 = Hazel cast. newHazel cast | nstance(nul|);
String topi cNanme = "Test Messages”;
/1l get a topic fromthe first nmenber and add a nessageli st ener
| Topi c<String> topicl = hl. get Topi c(topi cNane);
final Count DownLatch |atchl = new Count DownLat ch(1);
t opi c1. addMessageli st ener (new Messageli stener() {
public void onMessage(Obj ect nsg) {
assert Equal s(" Test1", msgQ);
| at chl. count Down();

}
1)
/1 get a topic fromthe second nenber and add a nessageli st ener
| Topi c<String> topic2 = h2. get Topi c(topi cNane);
final Count DownLatch | atch2 = new Count DownLat ch(2);
t opi c2. addMessageli st ener (new Messageli stener() {
public void onMessage(Obj ect nsg) {
assert Equal s(" Test1", msQ);
| at ch2. count Down( ) ;

}
1)
/'l publish the first nmessage, both should receive this
topi cl. publish("Test1");
/] shutdown the first nenber
h1. shut down();
/'l publish the second nessage, second nenber's topic should receive this
topi c2. publish("Test1");
try {
/| assert that the first nenber's topic got the nessage
assert True(l atchl. awai t (5, Ti meUnit. SECONDS));
/| assert that the second nenbers' topic got two nessages
assert True(l atch2. awai t (5, Ti meUnit. SECONDS));
} catch (InterruptedException ignored) {

}

Also remember to call Hazel cast . shut downAl | () after each test case to make sure that there is no other running
member |eft from the previous tests.
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@\fter

public void cleanup() throws Exception {
Hazel cast. shut downAl | ();

}

Need moreinfo? Check out existing tests. [https://github.com/hazel cast/hazel cast/tree/master/hazel cast/src/test/javalcom/
hazel cast/cluster]

19.3. Planned Features

Random order of planned features.

* Native C++ Client

» Ready-to-go Hazel cast Cache Server Image for Amazon EC2

e Symmetric Encryption for Java Client

» Didtributedj ava. uti | . concurrent. Del ayQueue implementation.
* Distributed Tree implementation.

« Distributed Tuple implementation.

* Built-in file based storage.
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